Before we get started ...

e We have looked at how packets are transferred at
the network layer i.e. host to host, using:
» |P addresses across a WAN, a network or networks.

Systems and Devices 2
(Network)
Lec 5: Data Link Layer

» BUT, we have not considered how packets get from one
host to another on a LAN e.g. how does a switch know
which cable to transmit a packet down to get to a specific
destination?

e Moving down to the Data link layer i.e. host to host
communications on a LAN :

» Physical addressing rather than logical addressing
» Ethernet protocol, MAC addresses ...
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Internet protocol stack Ethernet Protocol

([ ApplICatlon |IEEE 802.1 Higher Layer LAN Protocols Working Group Active

® Transport IEEE 802.2 | LLC Disbanded
IEEE 802.3 | Ethernet Active

® NetWO rk IEEE 802.4 Token bus Disbanded

P Llnk (|ayer 2) IEEE 802.5  Token Ring MAC layer Disbanded

IEEE 802.6 | MANs (DQDB) Disbanded

< MOVGS paCketS (frames) from One nOde |EEE 802.7 Broadband LAN using Coaxial Cable Disbanded

(PC, router, switch etc) to another, error IEEE802.8  Fiber Optic TAG Disbanded

deteCtlon / CorreCtlon - lefe rent protocols IEEE 802.9 Integrated Services LAN '(ISLAN or isoEthernet) Dfsbanded
_ ) 4 i IEEE 802.10 | Interoperable LAN Security Disbanded
dependlng On transmISSI()n medlu m |EEE 802.11 | Wireless LAN (WLAN) & Mesh (Wi-Fi certification) Active

used, we will focus on: IEEE802.12  100BaseVG Disbanded
IEEE 802.13 Unused(?] reserved for Fast Ethernet developmentm
y EthernetprOtOCOI y |EEE 802.14 | Cable modems Disbanded
» Also, contains house keeping protocols et e Active
to identify network addresses used.
+ Address Resolution Protocol (ARP)

e Physical
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e Ethernet protocol
» |[EEE 802 family : https://en.wikipedia.org/wiki/IEEE_802
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Ethernet Protocol Ethernet Protocol

Ethernet L
¢+ Description
standard 80 00 20 7A 3F 3E 80 00 20 20 3A AE 08 00 IP, ARP, etc. | 00 20 20 3A

802.3a 10BASE2 10 Mbit/s (1.25 MB/s) over thin Coax (a.k.a. thinnet or cheapernet) Destination MAC Address Source MAC Address EtherType Payload CRC Checksum

802.3b 1985 10BROAD36 MAC Header Data
802.3c 1985 10 Mbit/s (1.25 MB/s) repeater specs (14 bytes) (46 - 1500 bytes) (4 bytes)

802.3-1985 1985 a revision of the base standard from 1983

Ethernet Type Il Frame
802.3d 1987 Fiber-optic inter-repeater link (64 to 1518 bytes)

802.3e 1987 1BASES5 or StarLAN, first use of (voice-grade) twisted pair cabling, 1 Mbit/s, maximum reach of 250 to 500 m

802.3i 1990 10BASE-T 10 Mbit/s (1.25 MB/s) over twisted pair () Ethern et p rotOCOI

802.3j 1993 10BASE-F 10 Mbit/s (1.25 MB/s) over optical fiber

802:3q 1993 GDMO (ISO 10164-4) format for Layer Managed Objects > Create In 1 983, nO RFC rather an IEEE Standard 8023

802.3u 1995 100BASE-TX, 100BASET4, 100BASE-FX Fast Ethernet at 100 Mbit/s (12.5 MB/s) with autonegotiation > The defau |t prOtOCOI u Sed in LANS .

802.3x 1997 Full Duplex and flow control; also incorporates DIX framing, so there's no longer a DIX/802.3 split . # . . .

802.3y 1998 IOOBA:E—TZ 100 Mbit/s (12.5 MB/s) ov:r voice-grade twistged pair ’ : > On a SUbnet hOStS are IdentIfIEd USIng thelr Medla AcceSS

802.3z 1998-07 | 1000BASE-X Gbit/s Ethernet over optical fiber at 1 Gbit/s (125 MB/s) Control (MAC) add reSS, rather than their I P add ress.

802.3-1998 1998-07 (802.3aa) A revision of base standard incorporating the above amendments and errata . . I . .

802.3ab 1999-06 | 1000BASE-T Gbit/s Ethernet over twisted papir atl ngit/s (125 MB/s) ¢ A un Ique |dent|f|er, typlca”y ha rd COd ed |nt0 eaCh N IC
at manufacture as a 48bit address, represented as six

» Ethernet protocol two-digit hexadecimal values.

IEEE 802.3 family : https://en.wikipedia.org/wiki/IEEE_802.3 » Q : why are there min / max frame sizes?
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Ethernet Protocol Ethernet Protocol

16

192.168.100.1 > 172161005
Preamble (00:0E:09:86:8A:37) |II

' Is
-
192.168.100.254 ) 192.168.100.2 y 172.16.100.9 172.16.100.6
E0:3F:49:B4:AE:D3 :0E:09:86:89: -7 Rl 8F-5A-CF-D5-
Dest MAC ( ) 00:0E:09:86:89 C2)QWDC.E1.C2) (48:8F:5A:CF:D5:88)
1
:' I~ ~) 172.16.100.10
:)C 3 - - (48:8F:5A:CF:D5:89)
SWITCH ROUTER
Src MAC 4 - 172.16.100.13

192.168.100.3 - 172.16.100.13 (48:8F:5A:CF:D5:8A)
(00:0E:09:86:8B:90) I| (B8:27:EB:DC:E1:00)

| B
-y
Pi3

e MAC addresses, two parts

g _ » Organisationally Unigue Identifier (OUI)
e Ethernetframe : 7+ 1+6+6+2+4=26B » Network Interface Controller Specific (NIC)

University of York : M Freeman 2024 University of York : M Freeman 2024




Ethernet Protocol

192.168.100.1 <  172.16.100.5
2| (B8:EB:DC:E0:8F:24)

192.168.100.254 2 . - 172.16.100.6
(E0:3F:49:B4:AE:D3) :0E: (48:8F:5A:CF:D5:88)

S— . § 1721610010
y

(48:8F:5A:CF:D5:89)
ROUTER
172.16.100.13
192.168.100.3 QJ 172.16.100.13 (48:8F:5A:CF:D5:8A)
(00:0E:09:86:8B:90) | I I| (B8:27:EB:DC:E1:00)
< S

-y

Pi-3

e MAC addresses, two parts
» Organisationally Unique Identifier (OUI)
» Network Interface Controller Specific (NIC)
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Sender Hardware Address

Sender Protocol Address Target Hardware Address

Target Protocol Address

e Address Resolution Protocol
» RFC 826 :

» Defined in 1982, used by a number of early protocols e.g.

when using IP this protocol allow a host to convert a
logical address (IP) into a physical address (MAC).
» Uses the broadcast MAC address FF:FF:FF:FF:FF:FF.
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Ethernet Protocol
[ Y — / ’

Switch port I o)
e Key points to remember:
» Unlike a router, switches know nothing about IP addresses,
they only “see” layer 2 protocols i.e. on a router each port is
assigned an IP address, on a switch they are not.
» Communication between ports is based on MAC addresses
i.e. switch learns what host (MAC address) is connected to
each port.

e Q: how does a host discover what MAC address is
used by another host?

University of York : M Freeman 2024

Example

192.168.101.1
(80:6D:97:10:DA:B9)

—— I
6C:24:08:BB:98:1E
192.168.101.16 -
(6C:24:08:BB:98:1E) 2 | a7 10-08:85) 80:6D:97:10:DB:C9

192.168.101.3 -—
(80:6D:97:10:DB:C9) |II

-
e Source Address Table (SAT)

» Mapping port number to MAC address. In this example

PC and Pi-3 have communicated previously (ports 1 & 4)
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Example

192.168.101.1

Za

<Z 1
- 6C:24:08:8B:98:1E
192.168.101.16 "
192.168.101.2 Pi-1
(6C:24:08:BB:98:1E) 2 = 80:6D:97:10:DB:C9
-'y’

(80:6D:97:10:DB:B5)

HWtype HwWaddress Flags Mask Iface
ether 80:6d:97:10:db:c9 C enpllse

PC wants to communicate with Pi-2

PC wants to communicate with Pi-2, it checks for Pi-2’s
IP address in its ARP table, MISS :(
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Example

6C:24:08:BB:98:1E

192.168.101.16 bt -

(6C:24:08:BB:98:1E) 80:6D:97:10:DB:C9
-I l -I

H’

—— D C 3 sreiec

:98:1E
DST. FFFFFFFFFFFF
PC SWITCH Who has 192.168.101.2
Request

192.168.101.3
(80:6D:97:10:DB:C9) |II

7
SRC: 6C:24:08:BB:98:1E -
T: FF-FFFFFFFFFF

DS
Who has 192.168.101.2
Request

Broadcast received by switch, no matching MAC in
SAT, switch re-broadcast on other ports (not src).
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6C:24:08:BB:98:1E
192.168.101.16 ¥
(6C-24:08:BB:98:1E) 5 || 192.168.101.2 80:6D:97:10:DB:C9
O N il

Example

192.168.101.1

(80:6D:97:10:DB:B5)

DST: FFFi
Who has
Request

4
192.168.101.3
(80:6D:97:10:DB:C9) |

PC wants to communicate with Pi-2

PC knows IP address, doesn’t know MAC address.

Broadcasts a “Who has”
University of York : M Freeman 2024

Example
s

6C:24:08:BB:98:1E

192.168.101.16 §
(6C:24:08:BB:98:1E) 2 80:6D:97:10:DB:C9
é

J ! -I 3 | 80:6D:97:10:DB:B5
— X:
E 3 SRC: 80:6D:97:10:DB:B5 X

DST. 6C:24:08:BB:98:1E
PC SWITCH Who has 192.168.101.2
Reply

192.168.101.3 e
(80:6D:97:10:DB:C9) |II )

&

Pi-3

Pi-2 matches requested IP address, transmits back
an ARP response packet via switch.
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Example Example

192.168.101.1 192.168.101.1
(80:6D:97:10:DA:B9) | (80 6D:97:10:DA:B9)

| .
‘ -'y’ 6C:24:08:8B:98:1E 1 6C:24:08:8B:98:1E

192.168.101.16 . 192.168.101.16 -

(6C-24:08:BB-98:1E) 2 1:5&5%;%%3 85 | 80:6D:97:10:DB:C9 (6C:24:08:BB:98:1E) (189026132;(% 'DB:B5) - 80:6D:97:10:DB:C9

80:6D:97:10:DB:B5 I— 80:6D:97:10:DB:B5

DST: 8:1E
PC Who has 192 168.101.2  SWITCH SWITCH

mike@mike-tp:~$ arp -n
2890261389;%10?3809) - iAddress HWtype HWaddress Flags Mask Iface
o 192.168.101.3 ether 88:6d:97:18:db:c9 € enplls@
ether 80:6d:97:10:db:b5 C enplls@

e Destination MAC matched in SAT, packet forwarded
to port 1.

e PC wants to communicate with Pi-2 again

» Checks for Pi-2’s IP address in its ARP table, HIT, use
MAC address from table.
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Quick Quizzz

pi@pi-1:~ v oA x

y

ST
7 A \ : -
pidpi-1 1 b ' m L_t/ ;‘
= - &e d
- AU
e Triggering ARP i AN R i
request and i < A

response packets

> arp -n

Profile: Default

) |\

e TJo test out these ideas consider what will happen to
the Raspberry Pi system if we add a second switch
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» arp -d <IP>
> ping <IP>
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Quick Quizzz

Quick Quizzz

192.168.100.1

192.168.100.254
(E0:3F:49:B4:AE:D3) 2 192.168.100.2 -

[_] | pa— —— I 1 (00:0E:09:86:89:C2) ||I
—’ “-
PC SWITCH SWITCH

192.168.100.3
(00:0E:09:86:8B:90) |

e Move eth1 from Pi-2 and Pi-3 onto second switch +
one patch cable between switches.
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I W S

e Q : will this network still work?

University of York : M Freeman 2024

Quick Quizzz Quick Quizzz

192.168.100.1
(00:0E:09:86:8A:37) |I i

-D
I
192.168.100.254

(E0:3F:49:B4:AE:D3) 192.168.100.2
1 (00:0E:09:86:89:C2)

oC/ R |

192.168.100.3 q
(00:0E:09:86:8B:90) |I

(7 Is

e Move eth1 from Pi-2 and Pi-3 onto second switch +
one patch cable between switches + a link between

ports - University of York : M Freeman 2024

e Q: What will the SAT look like in the two switches (A & B)
for port 3 i.e. SWA-p3 and SWB-p3?
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Quick Quizzz Quick Quizzz

192.168.100.1  empm
(D0:0E:09:86:8A:37) || I

e, o
-y

u’
192.168.100.254 P

(E0:3F:49:B4:AE:D3) 192.168.100.2

1 (00:0E:09:86:89:C2) |
] .l _1 (00:0E:09:86:89.C2)

——
A
PC 5  swiTcH

4 2

e Move ethd from Pi-2 and Pi-3 onto second switch +
two patch cables between switches.
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e Q : will this network still work?
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Quick Quizzz Quick Quizzz

192.168.100.1
(UU 0OE:09:86:8A.: 37)

0-

.I
192.168.100.254
(E0:3F:49:B4:AE:D3) 192.168.100.2

1 (00:0E:09:86:89:C2) ||I )
= g e [
-'n’

Pi-2
192.168.100.3 -
(00:0E:09:86:8B:90) ||I I
;a- _;

Pi-3

SWITCH SWITCH

e Move eth0 from Pi-1, Pi-2 and Pi-3 onto second
switch + patch cable between switches
e Q : will the network still work?
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e Q : will this network still work?

» Note, cheap dumb switches no link aggregation allowed :)
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Quick Quizzz Some questions to consider ...

H ping 16.188.2.2
PING 18.108.2.2 (16.1@0.2.2) 56(84) by
From 172.16.180.6 icmp_seg=1 De tion Net Unreachable

File Edit Tabs Help

piBpi-2 I z N - -
P From 172.16.180.6 icmp_seg=2 De tion Net Unreachable
nC
-- 18.108@.2.2 ping statistics ---
2 packets transmitted, © received, +2 errors, 108% packet loss, time 2ms
|-)i p:‘l—?_ |:|

e Q : what protocol does the Ping command use?

» How does Ping know that the destination network is
unreachable?

e Q : how are errors signalled on a network?

» Destination network, host, protocol, port is unreachable,
TTL count expires etc.

e Q : do we need another protocol?
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e A: no, but perhaps not because of the reason you
are thinking of.

e Q : what changes do you need to make to this
system to allow it to work correctly?
» What routes do you need to delete?
» What routes do you need to add?
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16 31 Type Code Status Description
Type Code Checksum

0 - Echo Reply!6]:14 0 Echo reply (used to ping)

1land 2 unassigned | Reserved
Destination network unreachable
Destination host unreachable
Destination protocol unreachable

Destination port unreachable

e Internet Control Message Protocol
N e
» Defined in 1981, like' UDP designed to be a very light 3 Destretion tnreschab it
weight protocol. e ———
» |CMP uses the IP protocol to transport its data, however, ek nresdhable or s
unlike TCP/UDP it is not used to transfer “user” data Communication adminitratively pronibited

Host Precedence Violation

(segments). Therefore, as this protocol was designed
alongside IP it is considered a layer 3 protocol (network

layer), could argue layer 4, but it feels like a layer 3.5 :).
University of York : M Freeman 2024

Precedence cutoff in effect

e ICMP types and codes
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ICMP

Type Code Status Description
4 - Source Quench 0 deprecated Source quench (congestion control)
Redirect Datagram for the Network
Redirect Datagram for the Host
5 - Redirect Message
Redirect Datagram for the ToS & network
Redirect Datagram for the ToS & host
6 deprecated | Alternate Host Address

7 unassigned Reserved

8 - Echo Request

Echo request (used to ping)
9 - Router Advertisement Router Advertisement
10 - Router Solicitation Router discovery/selection/solicitation
TTL expired in transit
11 - Time Exceeded!6):6
Fragment reassembly time exceeded
Pointer indicates the error
12 - Parameter Problem: Bad IP header Missing a required option
Bad length
13 - Timestamp Timestamp
14 - Timestamp Reply Timestamp reply
15 - Information Request Information Request

16 - Information Reply deprecated Information Reply

e ICMP types and codes
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Multicast

Class D 224.0.0.0

Unicast Broadcast Multicast

Anycast

e What happens in layer 2 when we use multicast?
e Transfers are now not to a single destination MAC?
» We need one-to-many communications.

e Note, multicast address blocks allocated to specific
functions e.g. local multicast : 224.0.0.0 to 224.0.0.255
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pi@pi-1: ~

e |[CMP ping packets

e More than just PING
e.g. try running your
udpTX . py Without
udpRX.py ICMP
will' tell the TX host
to stop.

Profile: Default
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Multicast

Terminal - pi@pi-1: ~
File Edit View Terminal Tabs Help
pif H ping raspberrypi-mail. local
PING raspberrypi-mail.local (192.168.100.2) 56(84) bytes of data.
64 bytes from raspberrypi-mail.lan (192.168.100.2): icmp_seqg=1 ttl=64 time=0.813 ms
64 bytes from raspberrypi-mail.lan (192.168.100.2): icmp_seqg=2 ttl=64 time=0.429 ms
64 bytes from raspberrypi-mail.lan (192.168.100.2): icmp_seq=3 ttl=64 time=0.481 ms

- raspberrypi-mail.local ping statistics ---

7 packets transmitted, 7 received, 0% packet loss, time 204ms
rtt min/avg/max/mdev = 0.421/0.509/0.813/0.126 ms
pi@pi-1:

e Easy way of generating “multicast” packets is mDNS

» Multicast Domain Name System (mDNS)
» RFC 6762 :
» Configuration free, resolves hostnames to IP addresses in
small networks, common implementations : Bonjour & Avahi
¢+ .local is the local area network (local link)
» |IP address : IPv4 — 224.0.0.251 and IPv6 — ff02::fb
» Port : 5353
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Multicast Multicast

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help £
— M =Y ) B €2 Vi<
@BERGE e Yie = BERE @ :
¥ ) expression.
BET ) expression... + o~ irme source i rovcol _JLangth nfe ot ]
- 19598 12.59690974G  Te50; 326711 MONS 102 Standard query ©x8000 A raspberrypi-mail.local, "QH" question
MONS 52 Standard query 6x6000 A raspberrypi-mail.local, "Q" question
6.2

Calculated w—
14592 12.60013213: 52 Standard

Destination Protocol _Length_Info
77F ffuz f MDNS 102 Standard query 6x6000 A raspberrypi-mai quesuon
rd_qu: e mail. L estion
(2 SENGER G TODETED TTED) 1Y CEEiD Tlush 192.165.106.2 Frame ag5z: 52 bytes onkire (TSe Eice); o2 byces capcured (756 ETCe) op dncertoce o
Ethernet 11, Src: Raspberr_dc:e0:24 (b8 €0:24), Dst: IPvdncast_fb (01:00
L0.251

User Datagram Protocol, Src Port: 5353, Dst Port: 5353

Multicast Domain Name System (response)
: 0x0000

14591 12.599064632
14592 12,600132132  192.168. me 2 224. a 0.251

Frame 14591: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface @
Ethernet II, Src: Private 10:dc:4d (80:6d:97:10:dc:4d), Dst: IPvdncast fb (01:00:50:00:00:fb)
Internet Protocol Version 4, Src: 192.168.4.1, Dst: 224.0.0.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Multicast Domain Name System (query)
Transaction ID: ©x0000
» Flags: 8x0000 Standard query Authority RRs: ©
Questions: 1 Additional RRs: ©
Answer RRs: ©
Authority RRs: © ~ raspherrypi-mail.local type A, class I, Gache flush, addr 162.169.100.2
ane: raspberrypi-nail.loca
Additional RRs: O Type: A (host Address) (3)
1300 9996 0099 e = lass: IV (9x6001)
= Cache flush: True
T 2\20 (2 minutes)

~ Queries
» raspberrypi-mail.local: type A, class IN, "QM" question

Data length: 4

Address: 192.168.100.2

[unsolicited: True]

©1 00 5e 00 00 fb 80 6d 97 10 dc 4d 08 00 45 86 AomoME
61 00 Se 00 00 Tb 0 24 08 00 45 60
a8 64 02 €0 00

©0 44 35 97 40 00 Tf 11 a® 6c cO a8 04 01 e0 00  -D5.@ 1
)
o 00
o 0 84 80 00 00
aspherl’y

00 b 14 9 14 e9 60 30 ce c9 B0 00 00 00 00 O1
[LECRN PR IR0 72 61 73 70 62 65 72 72 79| -r aspberr
[LYCIN70 69 2d 6 61 69 6c 05 6c 6f 63 61 6c GOJECFNNND1 -nail. local.
6650 @0 01 00 62 65 72 72 79
61 69 o1 6c 00 00 61  pi-mail. loca
Packets: 85019 - Displayed: 7 (0.0%) - Dropped: 4886 (5.7%) Profile: Default @ 7 wireshark_ethl_20241030152942_KyKRtm.pcapng. Packets: 85019 - Displayed: 7 (0.0%) - Dropped: 4886 (5.7%) profile: Default

e Toresolve .1local names Pi-1 puts two multicast e [he Raspberry Pi mail server matches the query to
its host name and responds with its |IP address.

packets onto the network i.e. an IPv4 and IPv6
multicast DNS query » Q : why would pinging pi-1.local cause issues?
University of York : M Freeman 2024
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Example : video streams

pi@raspberrypitp: -/Videos.

Multicast

Fle Edt View Search Terminal Tabs Help
x| pi@raspberrypitp: -/Videos

File Edit View Go Capture Analyze Stafistics Telephony Wireless Tools Help
iable-Liby able-Libxvid --enabi q --enable-ibavbi --enable-y
13 e-Tibdr --enable-ibiec

Am i@ BHRE ceeYWAdSE 0 0 iE
" -ersle-Liavpa Uibuebp --enable- it
] Expression... + e e
Sle-r . i1 s i/ arm inux-gnueabint nzon/vep Ptex-a otz —-disable-thund —-enable-sha

-enable-Lib

Calculated window |

W [udpport==5353
No Time Source Destination Protocol _Length_Info
29925 21.189164962  fe80::826d:97ff:.. ffo2::fb MDNS 162 Standard query. exveea A raspberrypi-mail.local, "QM" question
224 51 ypi-mail.loc;
29927 21.190362623  192.168.100.2 224.0.0.251 MDNS 92 Standard query response ©x0000 A, Gache flush 12.165.100.2

Frame 29926: 82 bytes on wire (656 bits), 82 hytes captured (656 bits) on interface ©
Ethernet I1, Src: Private 10:dc:4d (8:6d:97 o
Internet Protocol Version 4, Src: 192.168.4.1, 1 224.0.0.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353 e /pLaidens/ el im
Multicast Domain Name System (query)

0.006060, bitrate
4 (High) ' ( o p(tv, bt709), G40x3

34706D) , 48000 Kz, stereo, fltp, 2 Kb/s|

Expression... +
hendler nane  : Soundandler

Destination Protocol _Length _Info Calculated window = rean napping

T MDNS 102 Standard query 0x6000 A raspberrypi-mail. 1oca1 "QH" question Strean #0:0 > #0:0 (h264 (native) - ideo (native))

82 Standard query ©x0000 A raspberrypi-mail.loc: QM" question K rm: i1 wn[]’]‘:gi t\‘m;]

©x0000 A, cache ﬂush 192.168.100.2 npeqts, to ‘udp://239.1.2.3:

o. Time
29925 21.189164902
29926 21.189372010 .168. 224.0.0.251 MDNS'
20927 21.190362623  192.168.100.2 224.0.0.251 MDNS 92 Standard query response

mﬂ\ - orand

Frane 29925: 102 bytes on wire (816 bits), 102 by(es captured (816 bits) on interface 6
Ethernet II, Src: Private_10:dc:4d (80: 0: 4-1), Dst: IPvémcast_fb (33:33:00:00:00:fb) wm»;‘w'r brands s
Tnternet Protocol Version 6, Src: feso::826d Cizatein e d, Dst: ff02::fb ——— = T o T P oD (i), )
User Datagram Protocol, Src Port: 5353, Dst Port: 5353 Metadata .
handlernane deotandler
Lavcss.35.100 npeg2video

Multicast Domain Name System (query)
in/avg: 6/0/206060 buffer
io: mp2, 48 ster

0 Hz

e To implement one-to-many connections the Ethernet -
protocol defines multicast MAC addresses for IPv4 ‘ R : :
e Example : in the lab, a stream of jellyfish

and IPv6
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Multicast

When using multicast we .
Only want paCketS to go (00:0E:09:86:8A:37)
Not a broadcast. 49:B4: -(OO:OE:O9:BG:89:C2)||

. : | — L S
Clients wanting to RX = - I &

to hosts that want them B m e
(E0:3F:49:B4:AE:D3) 2 _.’

PC SWITCH

multicast packets will s
listen on the multicast
MAC address.

Do not TX on this MAC

Therefore, what will the switch do? What is a switch’s
default behaviour when it can not find a MAC address in
its SAT?
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Summary

We have now: finished! looking at network protocols

There are lot more protocols to look at and the ones we
have looked at we have only scratched the surface e.g.
DNS, TCP, IPv6, routing protocols ...

BUT you should now have a basic understanding of the
Internet protocol stack and the different protocols
commonly used.

However, we still have some unanswered questions:

What cables do these signals travel across, what do the
electrical signals look like ...

Are all Ethernet cables the same?
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Multicast

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools H

AN @ BERE Ge2¥Iie 8=

25327 12.533432869 B

29237 13.493425818 .168.4. 2: 0.22

76644 26.873427229  192.168. 224.0.0.22

78400 27.653422227  192.168. 224.0.0.22 IGMPV3

its), 54 bytes captured (432 bits) on interface ©
:_ 10: (80:6d:97:10:dc:4d), Dst: IPvamcast 16 (1:00:5e:00:00:16)
4, Src: 192.168.4.1, Dst: 224.0.0.22

ress: 239.1.2.3

Internet Group Management Protocol (IGMP)

Membership reports : join and leave messages
RFC 2236 :
Need a switch that supports IGMP snooping :(
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