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Before we get started ...Before we get started ...
● We have finished looking at network We have finished looking at network 

protocols from the software side. protocols from the software side. 
► No more protocols :)No more protocols :)

● The final step down our protocol stack is to The final step down our protocol stack is to 
the physical layer.the physical layer.
► Layer 1, the physical cables, hardware.Layer 1, the physical cables, hardware.
► Need to consider how raw data bits are encoded Need to consider how raw data bits are encoded 

across the communications channel i.e. how across the communications channel i.e. how 
electrons move, physics stuff etc.electrons move, physics stuff etc.
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Internet protocol stackInternet protocol stack
● Application Application 
● TransportTransport
● NetworkNetwork
● LinkLink
● Physical (layer 1)Physical (layer 1)

► Defines how Defines how bitsbits within a frame are  within a frame are 
transferred, link dependant e.g. twisted-transferred, link dependant e.g. twisted-
pair copper wire or fibre optic cable. pair copper wire or fibre optic cable. 
Specifies link hardware requirements i.e. Specifies link hardware requirements i.e. 
distances, voltages, connectors …distances, voltages, connectors …
♦ Category 5 cable (Cat 5) : twisted pair Category 5 cable (Cat 5) : twisted pair 

copper cable with RJ45 connectorscopper cable with RJ45 connectors
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Physical layerPhysical layer

● Q : how are our Ethernet frames actually transmitted Q : how are our Ethernet frames actually transmitted 
across our network cables?across our network cables?
► What bit encoding, connectors, cable, voltages etc are What bit encoding, connectors, cable, voltages etc are 

used to transfer our 1s and 0s? used to transfer our 1s and 0s? 
► What types of problems do we face when transmitting What types of problems do we face when transmitting 

10,000,000,000 bits per second (10Gbps).10,000,000,000 bits per second (10Gbps).
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Pause to considerPause to consider

● Q: 10,000,000,000 bits per second (10Gbps), does Q: 10,000,000,000 bits per second (10Gbps), does 
this mean that data is changing on the wire this mean that data is changing on the wire 
10,000,000,000 times a second?10,000,000,000 times a second?  

Cellphone, Microwave links, Radio stuff 

University of York : M Freeman 2024University of York : M Freeman 2024

Back to basics ...Back to basics ...

● Synchronous parallel or serial busesSynchronous parallel or serial buses
► Clock + one or more data linesClock + one or more data lines

● Asynchronous bus = no clock signalAsynchronous bus = no clock signal
► Therefore, need a protocol to synchronise TX and RX hosts.  Therefore, need a protocol to synchronise TX and RX hosts.  
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Ethernet frameEthernet frame

● Preamble : 56 bits (7 bytes) of alternating 1’ and 0’s Preamble : 56 bits (7 bytes) of alternating 1’ and 0’s 
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Clock synchronisationClock synchronisation

● At the beginning of a transmission TX host outputs At the beginning of a transmission TX host outputs 
an alternating pattern of 1s and 0s. The RX host an alternating pattern of 1s and 0s. The RX host 
samples this signal to determine the TX clock speedsamples this signal to determine the TX clock speed
► End of pre-amble is signalled by the Start of Frame End of pre-amble is signalled by the Start of Frame 

Delimiter (SFD) : 10101011 Delimiter (SFD) : 10101011 
University of York : M Freeman 2024University of York : M Freeman 2024

Problems ...Problems ...

● RX host loosing synchronisationRX host loosing synchronisation
► Not too bad for signal A i.e. regular transitions allowing RX Not too bad for signal A i.e. regular transitions allowing RX 

host to resynchronise However, signal B has long strings host to resynchronise However, signal B has long strings 
of 0s and 1s, no synchronisation points.of 0s and 1s, no synchronisation points.

● Where do data bits start and end?Where do data bits start and end?
► Non Return to Zero (NRZ) encoding.Non Return to Zero (NRZ) encoding.
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Solution?Solution?

● Manchester encoding (self clocking encoding)Manchester encoding (self clocking encoding)
► Phase encoding : logic 1 represented by a 0 to 1 Phase encoding : logic 1 represented by a 0 to 1 

transition, logic 0 represented by a 1 to 0 transition.transition, logic 0 represented by a 1 to 0 transition.
► Used in older 10BaseT networks. Disadvantage for long Used in older 10BaseT networks. Disadvantage for long 

strings of 1s or 0s increased cable signal frequency.strings of 1s or 0s increased cable signal frequency.
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Solution?Solution?

● Multi Level Transmit (MLT-3)Multi Level Transmit (MLT-3)
► Rather than using just 0V and +V to encode data bits we Rather than using just 0V and +V to encode data bits we 

can use 0V, +V and -V. Helps prevent DC bias.can use 0V, +V and -V. Helps prevent DC bias.
► Logic 1 encoded by a repeating sequence : -V, 0V, +V, 0V. Logic 1 encoded by a repeating sequence : -V, 0V, +V, 0V. 

Logic 0 encoded by maintaining the same state. Logic 0 encoded by maintaining the same state. 
Disadvantage, no change for long strings of 0s.Disadvantage, no change for long strings of 0s.
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Solution?Solution?
● 4B5B encoding4B5B encoding

► To help reduce To help reduce 
the occurrence the occurrence 
of long strings of long strings 
of 0s encode of 0s encode 
each nibble each nibble 
using a five bit using a five bit 
key (string).key (string).

► Worst case is Worst case is 
now three 0snow three 0s

► Used in Used in 
100Base-TX100Base-TX
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Ethernet cablesEthernet cables

● Different Ethernet standardsDifferent Ethernet standards
► Q : what allows different cables to work at different speeds?Q : what allows different cables to work at different speeds?
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Ethernet cablesEthernet cables
● A : the faster the cable                        A : the faster the cable                        

the more shielding                        the more shielding                        
needed to reduce noise                     needed to reduce noise                     
e.g. cross talk.e.g. cross talk.

● Standardised around                           Standardised around                           
an eight wire cable                               an eight wire cable                               
i.e. four twisted pairsi.e. four twisted pairs

● When looking at cables                    When looking at cables                    
what do these acronyms                   what do these acronyms                   
mean: mean: UTP, FTP, STP, SFTP, UFTP, FFTP, UTP, FTP, STP, SFTP, UFTP, FFTP, 
SFTP, SFFTP, arrrr can you name them all :)SFTP, SFFTP, arrrr can you name them all :)
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Ethernet cablesEthernet cables

● RJ45 connectorRJ45 connector
► Registered jack, 8 pin, 8 contact (8P8C)Registered jack, 8 pin, 8 contact (8P8C)
► Crimps onto the eight wires within the cableCrimps onto the eight wires within the cable
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Cable typesCable types

● Straight-through (patch) and crossoverStraight-through (patch) and crossover
► Two common wiring schemes : T568A or T568BTwo common wiring schemes : T568A or T568B
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Cable typesCable types
● In the old days, when connecting two 100Base-TX In the old days, when connecting two 100Base-TX 

NICs together using a direct network cable i.e. not via NICs together using a direct network cable i.e. not via 
a switch/router you needed to use a crossover cable. a switch/router you needed to use a crossover cable. 
► Connect TX on one host to the RX on the other.Connect TX on one host to the RX on the other.

● With the introduction of 1000Base-T, auto-negotiation With the introduction of 1000Base-T, auto-negotiation 
is now normally used i.e. pins are bi-directional, is now normally used i.e. pins are bi-directional, 
connected hardware detected using Link Integrity connected hardware detected using Link Integrity 
Tests (LIT)Tests (LIT)
► To detect when a cable is plugged in, Normal Link Pulse To detect when a cable is plugged in, Normal Link Pulse 

(NLP) are transmitted down the cable, allowing hosts to (NLP) are transmitted down the cable, allowing hosts to 
transfer code words to identify what 802.3 standards its transfer code words to identify what 802.3 standards its 
supports i.e. cable is always “busy”.supports i.e. cable is always “busy”.
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Ethernet cablesEthernet cables

● Q : why do we typically use Cat5 Unshielded Twisted Q : why do we typically use Cat5 Unshielded Twisted 
Pair (UTP) cables?Pair (UTP) cables?

● Q : the 100Mb/s network in the lab uses 100Base-TX Q : the 100Mb/s network in the lab uses 100Base-TX 
using MLT-3 4B5B encoding, but how are these “bits” using MLT-3 4B5B encoding, but how are these “bits” 
transmitted down the cable?transmitted down the cable?
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Problems ...Problems ...
● NoiseNoise

► Cross-talk, Cross-talk, 
interference from other interference from other 
cablescables
♦ Full duplex so can Full duplex so can 

transmit and receive transmit and receive 
at the same timeat the same time

► External External 
electromagnetic electromagnetic 
interference can cause interference can cause 
Single Event Upsets Single Event Upsets 
(SEU) i.e. bit flips(SEU) i.e. bit flips
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Solution?Solution?

● Differential signallingDifferential signalling
► Transmit the data and its complement down a twisted pair Transmit the data and its complement down a twisted pair 

e.g. TX+ and TX-. Electromagnet fields “cancel” out. e.g. TX+ and TX-. Electromagnet fields “cancel” out. 
► External noise will be picked up on both cables, therefore External noise will be picked up on both cables, therefore 

subtracting these two signals will remove noise and subtracting these two signals will remove noise and 
reinforce the data signal. reinforce the data signal. 
♦ A - -A = 2AA - -A = 2A
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DemoDemo

● 100Base-TX (Fast Ethernet) only uses two twisted  100Base-TX (Fast Ethernet) only uses two twisted  
pairs (4 wires) i.e. one pair for transmit, one for receive. pairs (4 wires) i.e. one pair for transmit, one for receive. 
Pins 1,2,3 and 6. (all four twisted pairs used for Gbps)Pins 1,2,3 and 6. (all four twisted pairs used for Gbps)
► Problem : encoding used is hard to read off scope :(Problem : encoding used is hard to read off scope :(
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DemoDemo

● Solution, convert Solution, convert 100Base-TX to 10Base-T by 100Base-TX to 10Base-T by 
passing the connection through an old 10Base-T passing the connection through an old 10Base-T 
hub :)hub :)
► This uses “simple” Manchester encoding.This uses “simple” Manchester encoding.
► Also removes line integrity test signals.Also removes line integrity test signals.

● To see what network standard an interface is using, To see what network standard an interface is using, 
you can run the command line tool:you can run the command line tool:
► ethtool <NIC>ethtool <NIC>
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DemoDemo

● Test data : PingTest data : Ping
► We should see this data on the scope, maybe :)We should see this data on the scope, maybe :)
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DemoDemo

● Can you see the matrix?Can you see the matrix?
► -V → +V = 1-V → +V = 1
► +V → -V = 0+V → -V = 0
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Final Quick QuizzzFinal Quick Quizzz

● What Ethernet standards does this switch What Ethernet standards does this switch notnot  
support?support?
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SummarySummary

● SYS2(NET) is only an introduction to networking, SYS2(NET) is only an introduction to networking, 
there are a lot more protocols and hardware out there are a lot more protocols and hardware out 
their …their …


