Systems and Devices - Networks 1

SYS2 (NET) Laboratory 6 : TCP & IP

These weekly lab scripts have been written as a self-study resource i.e. an activity to be worked on
at your own pace, in your own time. The timetabled practical sessions are an opportunity to get
advice and guidance. Therefore, you may not always finish each lab during the timetabled session,
but do finish each lab’s tasks in your own time. Hardware labs are open Mon-Fri, 9:00-17:00.

In this week’s lab we continue our investigation into the TCP protocol and its partner IP.
Before starting this lab make sure you have watched video Lecture 3B part 1 & 2. In the last lab
we started to consider the requirements needed for a reliable network protocol e.g. identifying what
data has been transmitted via SEQ numbers and how ACK numbers and time-outs can be used to
detect missing packets. Missing packets can occur for lots of different reasons, but a problem that
can occur in any electronic equipment is noise i.e. electromagnetic interference (EMI). This
interference is capable of causing single event upsets (SEU) i.e. bit flips, changing Os to 1s and
vice-versa. To detect these events both TCP and UDP use checksums, allowing a host to request
retransmission of corrupted packets. The second requirement of a reliable network protocol is
congestion and flow control. In a packet switching network where each host can use the full channel
bandwidth you need to prevent network hogs i.e. you need a mechanism to try and prevent one
machine from stealing all the bandwidth, effectively disconnecting all other hosts. We also need to
ensure that a transmitting host does not overwhelm another by sending data faster than it can be
processed. In this lab we will continue our investigation into TCP and examine how it has been
designed to maximise network utilisation i.e. the different optimisations that are typically used. At
the end of this practical you will understand how :

* TCP automatically breaks down larger blocks of data into MSS sized “chucks”.
* SEQ and ACK numbers are used to ensure data is transferred correctly.

* to use tcptrace graphs to analyse client and server side connections.

* TCP checksums are used to detect data errors.

* the Receive window is used to control data transfer speeds.
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Figure 1 : The Internet protocol stack
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Task 1

In the last lab we used the cowsay server as our test bench, however, we only sent very short
messages that could fit into a single packet. To allow hosts to transmit larger amounts of data our
protocol stack will split our data stream across multiple packets.

Task : examine the TCP and UDP packets shown in figures 2 and 3. What fields within these
packets can be used to determine the size of the data sent?

Hint, if you think this is an easy question, you may want to look at the RFCs for these protocols, as
Length doesn’t always mean Length :). Remember TCP is a stream based protocol, whereas UDP is
packet (segment) based.

0 16 31

Figure 2 : TCP packet

0 8 15 16 24 31

Figure 3 : UDP segment

To help understand this difference we will be using the same network configuration as the previous
lab i.e. to simulate network latency we will again be using the tc command on the 172.16.X.2
network between Pi-1 and Pi-2. Open a VNC session on Pi-1. Then within the VNC session start
Wireshark, click on the menu icon and select :

¥ Applications = -> Internet -> Wireshark

This will open the Wireshark GUI. Select Ethernet 0 (ethO0) in the Interface list and enter the
packet protocol filter for TCP and the port number below :

tcp.port == 1234
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and click on the Apply button. This will filter out all TCP packets not associated with the cowsay
server i.e. port 1234.

To run the cowsay session we need to open two SSH terminals. On the PC click on the start button
and select the command prompt.

E -> Command Prompt

Next, at the command prompt SSH into Pi-1 by entering the following command :

ssh pi@192.168.X.1 (X=Desk/Box)

On the PC open a second command prompt and SSH into Pi-2 by entering the following command :
ssh piR192.168.X.2 (X=Desk/Box)

You should now have two SSH sessions one connected to Pi-1 and the other to Pi-2, as shown in
figure 4.

Head node
- Cowsay
192.168.100.1 ‘ll I 172.16.100.5 “Unreliable”
> i‘- bi " network
P 172.16.100.6
192.168.100.254 - .16.100.
C ) — e 192.168.100.2 ll 172,16.1009 | Ggm,
[ ) , —— — 1 - _,i— 172.16.100.10
PC ' SWITCH - ROUTER
P2 172.16.100.14
“
192.168.100.3 ‘ll 172.16.100.13

!.

Pi-3
Figure 4 : example Raspberry Pi system for X=100

Download from the VLE the test program cowsayBigTest .py and its data file pgl 64 . txt,
(Twenty Thousand Leagues under the Sea) to the PC. The test program is shown in figure 5 and is
designed to transmit and receive text data to and from the cowsay server running on Pi-2. The
amount of data sent is defined by the SIZE variable i.e. by setting SIZE to different values we can
transfer 1 to 600,000 characters.

Update the variable TCP TP to the IP address of Pi-2. Copy these files to Pi-1. The python program
and its data file must be stored in the same directory i.e. typically /home /p1i.

Tip, if needed refer back to lab 4 for details on how to use the FileZilla to transfer files between the
PC and a Pi.
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1 import socket

2 import time

3 TCP_IP = "172.16.X.9" # IP ADDR X WILL VARY

4 TCP_PORT = 1234

5 BUF SIZE = 2048

9 SIZE = 88 # UPDATE

7 sockTX = socket.socket (socket.AF INET, socket.SOCK STREAM)

8 sockTX.connect ( (TCP_IP, TCP_PORT))

© sockTX.settimeout (2.0)

10 dataFile = open("pgl64d.txt", 'r'")

11 try:

12 print ( "RX:" + sockTX.recv (BUF _SIZE) .decode ('UTF-8") )

13 print ( "TX: helo" )

14 sockTX.send( b"helo" )

15 print ( "RX:" + sockTX.recv (BUF SIZE) .decode('UTF-8'") )

16 data=[]

17 while (len(data) < SIZE):

18 text = dataFile.read (1)

19 if text != '':

20 if (ord(text)>0x2F and ord(text)<0x3A) or (ord(text)>0x40 and \
ord (text)<0x5B) or (ord(text)==0x20) or (ord(text)>0x60 and \
ord (text)<0x7B) :

21 data.append( text )

22 else:

23 data.append( " " )

24 sockTX.send( b"text" )

25 sockTX.send( ''.Jjoin(str(x) for x in data) .encode('UTF-8') )

26 sockTX.send ( b"\n" )

277 try:

28 while True:

29 data = sockTX.recv (BUF_SIZE)

30 if not data:

31 break

32 print (data)

33 print ("### " + str(len(data)) + " ###")

34 #time.sleep (0.001)

35 except socket.timeout:

36 pass

37 sockTX.send ( b"quit\n" )

38 print ("RX:" + sockTX.recv (BUF SIZE) .decode ('UTF-8"))

39 sockTX.close ()

40 except KeyboardInterrupt:

41 sockTX.close ()

42 print ("Exit")

Figure 5: cowsayBigTest.py
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To test that everything is setup correctly we will first run cowsayBigTest without any network
delays. In the Wireshark GUI click on the Start icon & on the top toolbar in Wireshark. From the
Pi-1 SSH terminal run the following command :

python cowsayBigTest.py

You will now see some TCP activity in the main window as Wireshark captures packets associated
with this cowsay session, as shown in figure 6. Finally, click on the Stop icon @ on the top
toolbar to stop capturing network traffic.

200 pi-1.local Cb

TX:helo
R

A *etho @ oo &
File Edit View Go Capture Analyze statistics Telephony Wireless Tools Help

A @® X G de2Vig == =
[W]tcp.port == 1232 *| Expression... =+
No Time Source Destination Protocol  Length Info
170 57.398689963 172.16.85.5 172.16.85.9 TCP 74 35108 — 1234 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=37719281.
171 57.399393969 172.16.85.9 172.16.85.5 TCP 74 1234 - 35108 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS=1460 SACK_PERM=1 TSv.
172 57.399435283 172.16.85.5 172.16.85.9 TCcP 66 35108 — 1234 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=3771928176 TSecr=222961.
173 57.399982329 172.16.85.9 172.16.85.5 TCP 89 1234 - 35108 [PSH, ACK] Seq=1 Ack=1 Win=65280 Len=23 TSval=2229612129 TSecr=.
174 57.400010347 172.16.85.5 172.16.85.9 TCcP 66 35108 — 1234 [ACK] Seq=1 Ack=24 Win=64256 Len=0 TSval=3771928177 TSecr=22296.
175 57.400560430 172.16.85.5 172.16.85.9 TCP 70 35108 — 1234 [PSH, ACK] Seq=1 Ack=24 Win=64256 Len=4 TSval=3771928177 TSecr=.
176 57.400696983 172.16.85.9 172.16.85.5 TCcP 66 1234 — 35108 [ACK] Seq=24 Ack=5 Win=65280 Len=0 TSval=2229612130 TSecr=37719.
177 57.400890091 172.16.85.9 172.16.85.5 TCcP 149 1234 - 35108 [PSH, ACK] Seq=24 Ack=5 Win=65280 Len=83 TSval=222961213@ TSecr.
178 57.400907702 172.16.85.5 172.16.85.9 TCcP 66 35108 — 1234 [ACK] Seq=5 Ack=107 Win=64256 Len=8 TSval=3771928178 TSecr=2229.
179 57.401507395 172.16.85.5 172.16.85.9 TCcP 70 35108 — 1234 [PSH, ACK] Seq=5 Ack=107 Win=64256 Len=4 TSval=3771928178 TSecr.
180 57.401636133 172.16.85.9 172.16.85.5 TCP 66 1234 — 35108 [ACK] Seq=107 Ack=9 Win=65280 Len=0 TSval=2229612131 TSecr=3771.
.401660003 .5 9 155 35108 — 1234 n=89 TSval=3771928178 TSec.
182 57.401802334 172.16.85.9 172.16.85.5 TCP 66 1234 — 35108 [ACK] Seq=107 Ack=98 Win=65280 Len=0 TSval=2229612131 TSecr=377.
183 57.589461993 172.16.85.9 172.16.85.5 TCcP 434 1234 - 35108 [PSH, ACK] Seq=107 Ack=98 Win=65280 Len=368 TSval=2229612319 TS.
184 57.589486993 172.16.85.5 172.16.85.9 TCP 66 35108 — 1234 [ACK] Seq=98 Ack=475 Win=64128 Len=0 TSval=3771928366 TSecr=222.
185 59.592279160 172.16.85.5 172.16.85.9 TCcP 71 35108 - 1234 [PSH, ACK] Seq=98 Ack=475 Win=64128 Len=5 TSval=3771930369 TSec.
186 59.592651987 172.16.85.9 172.16.85.5 TCcP 66 1234 — 35108 [ACK] Seq=475 Ack=103 Win=65280 Len=@ TSval=2229614322 TSecr=37.
187 59.592858298 172.16.85.9 172.16.85.5 TCP 77 1234 - 35108 [PSH, ACK] Seq=475 Ack=103 Win=65280 Len=11 TSval=2229614322 TS.
188 59.592900168 172.16.85.5 172.16.85.9 TCP 66 35108 — 1234 [ACK] Seq=103 Ack=486 Win=64128 Len=0 TSval=377193037@ TSecr=22.
189 59.593314438 172.16.85.9 172.16.85.5 TCP 66 1234 —~ 35108 [FIN, ACK] Seq=486 Ack=103 Win=65280 Len=0 TSval=2229614323 TSe.
190 59.593793448 172.16.85.5 172.16.85.9 TCP 66 35108 — 1234 [FIN, ACK] Seq=103 Ack=487 Win=64128 Len=0 TSval=3771930371 TSe.
191 59.594013630 172.16.85.9 172.16.85.5 TCP 66 1234 — 35108 [ACK] Seq=487 Ack=104 Win=65280 Len=0 TSval=2229614323 TSecr=37.

q ¥

» Frame 181: 155 bytes on wire (124@ bits), 155 bytes captured (124@ bits) on interface 0@

» Ethernet II, Src: Raspberr_f5:4f:80 (dc:a6:32:f5:4f:80), Dst: Routerbo cf:d5:88 (48:8f:5a:cf:d5:88)
» Internet Protocol Version 4, Src: 172.16.85.5, Dst: 172.16.85.9

» Transmission Control Protocol, Src Port: 35108, Dst Port: 1234, Seq: 9, Ack: 107, Len: 89

» Data (89 bytes)

48 8f 5a cf d5 88 dc a6 32 f5 4f 80 08 00 45 00 H-Z 2.0 E E
00 8d 43 af 40 00 40 06 f4 8c ac 10 55 05 ac 10 c-@@ u
55 09 89 24 04 d2 ¢2 f9 44 7c 7d 75 el 49 80 18 u--$ D|}u-I

01 f6 02 af 60 60 61 01 08 Ga e® d3 @e 72 84 e5 r
2e 63 20 20 20 50 72 6f 6a 65 63 74 20 47 75 74 .c Pro ject Gut
65 6e 62 65 72 67 20 73 20 54 77 65 6e 74 79 20 enberg s Twenty
54 68 6T 75 73 61 6e 64 20 4c 65 61 67 75 65 73 Thousand Leagues
20 75 6e 64 65 72 20 74 68 65 20 53 65 61 20 20 under t he Sea
20 73 6c 69 67 68 74 6c 79 20 61 62 72 69 64 67 slightl y abridg

() 7 wireshark_eth0_20240612101808_wZSkfB.pcapng Packets: 193 - Displayed: 22 (11.4%) - Dropped: 0 (0.0%)  Profile: Default

Figure 6 : cowsayBigTest packet trace
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Note, I do confess that the cowsayBigTest . py program is a little messy, but it was easy to
implement :). The exit condition from the receive loop is implemented using a time-out rather than
a defined exit string e.g. in SMTP you signal the end of the data section with : Enter . Enter

IMPORTANT, this example demonstrates a typical client / server interaction, make sure you can
identify each stage in the Wireshark packet trace shown in figure 6 before proceeding. Can you
identify the initial 3 way handshake, the transfer of data from client-to-server, then the transfer of
data from server-to-client, i.e. can you find the text that the Cow says in both directions? Then
finally the closing of this connection.

Tip, in Wireshark to see if the client (cowsayBigTest), or the server (cowsay) is transmitting
or receiving data look at the source and destination IP addresses. If you are not sure what these are
have another look at figure 4.

Task : increase the STZE variable to the values below and repeat the previous task. Each time the
cowsayBigTest .py program is executed capture the packets transmitted using Wireshark. In
each case identify how many data packets are sent? How does the cowsayBigTest receive buffer
size (BUr_s1zE) affect the data packets sent?

e 2000
e 8000

Tip, to edit the python test program you can either edit it on the PC and re-transfer it to Pi-1, or you
can edit this file in the SSH terminal. There are a number of command line editors available on the
Pi, two I would recommend are: nano or vi. My personal preference is vi as its supported on all
Linux systems. However, nano is a lot more user friendly. To edit the cowsay test program using
nano: in the Pi-1 SSH terminal enter the command:

nano cowsayBigTest.py

GNU nano 3.2 cowsayBigTest.p

&Y Undo
ine Hd Redo

Figure 7 : nano

This will open the edit window shown in figure 7. Using the normal cursor and delete keys change

THE UNIVERSITY of Jork
Department of Computer Science Mike Freeman 26/10/2025



Systems and Devices - Networks 7

the value assigned to the variable SIZE. To save this modification press :
CTL + s (hold down control and s keys)

To exit this editor press :

CTL + x (hold down control and x keys)

This will return you to the SSH terminal.

Task 2

From the previous task we can see that the TCP protocol breaks the data transfer down into a
number of network packets. To help visualise this data transfer we can examine this packet trace as
a graph. Within Wireshark select a PSH packet, then click on the top pull-down and select:

Statistics -> IO Graphs

This will draw a graph of the network IO traffic for the period of time captured by Wireshark, as
shown in figure 8. This may take a few seconds to draw depending on how much data you captured.
This graph shows the total data transferred. If required apply filters e.g. tcp.port==1234, to

view specific ports or TCP streams. You can then turn these plots on or off by clicking on the
enable tick boxes.

A Wireshark - 10 Graphs - etho e

Wireshark 10 Graphs: etho

Packets/100 ms

\ \
At \ \‘
Filters _ b | ‘
i N \\ V/ \\ A / \ /\/ /W\ / \ L_/\ M 2

Add trace

ouse (@) drags () zooms Interval | 100 ms ~ Time of day Logscale | Reset

[@lHelp T~ copy |[ %Close ||Isave as...

"~ Interval

Figure 8 : IO graph

Note, you can change the graph’s resolution using the Interval pull down, from 10 min to 1 ms,
100ms is a good starting point. You can move along the time axis using the scroll bar, or left click
hold and drag. If you click on a peak in a graph, the associated time period will be highlighted in the
main packet trace window. Finally, you can zoom in or out by right clicking on the graph.

Another useful display feature in Wireshark is the ability to follow a TCP stream. To do this, right
click a data packet. You can identify these in the trace by their size (larger length) or flags (PSH),
and select :
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Follow -> TCP Stream

This will open a new window, displaying the data that was transferred across that connection, as
shown in figure 9.

‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) - eth0 apo B s
200 cowsay data -
/ Project Gutenberg s Twenty Thousand \
| Leagues under the Sea slightly abridged |
\ by Ju /

\ A_A
N\ (o0)\
(_ )\ JAVAN

[---w |

I Il
quit =
4 client pkts, 4 server pkts, & turns.
Entire conversation (587 bytes) v Show and save data as | ASCII v Stream |0 |T
Find: Find Next

[ Help Filter Out This Stream Print Save as... Back ¥ Close

Figure 9 : TCP stream view

The default TCP data segment size is 536B. If a host wishes to increase this to improve transfer
efficiency i.e. the ratio of header size to data size, this can be “announced” in the initial three way
handshake i.e. a host states the Maximum data Segment Size (MSS) it will accept.

Note, the TCP MSS is dependent on the underlying protocol used in the network layer e.g. IP. These
lower layer protocols define the Maximum Transmission Unit (MTU). For IP the MTU is typically
1500B, therefore :

MSS = MTU - TCPHeaderSize - IPHeaderSize

Task : examine the previous Wireshark packet trace, how big are the TCP and IP header i.e. in
bytes? What is the MSS is used on Pi-1 i.e. how big is the data payload compared to the MTU?

To ensure that data is transferred reliably each transmitted segment must be acknowledged by the
receiving host i.e. each packet is assigned a sequence number and the receiving host will send back
an ACK packet containing the starting SEQ number + data length received i.e. acknowledging that
it has received data correctly up to this point. Acknowledging received packets is an essential part
of a reliable network protocol. However, it would be impractical to stop and wait for each ACK
after a data packet is transmitted e.g. the RTT from York to America is approximately 80ms, you
don’t want to wait to this amount of time each time you send a packet.
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Task : examine the previous Wireshark packet trace, does the transmitting host wait for an ACK
before transmitting the next data packet i.e. does it wait to see if data has been received before
sending the next packet?

To help answer this question compare my packet trace shown in figure 10 to the one you have
captured (they may differ a little). Clicking through these packets we can identify the first data
packet sent by examining the Data (payload) section i.e. contains the starting phrase shown in figure
9, “Project Gutenberg ...”. In my example: packet 26 — SRC=172.16.85.5, SEQ=9, ACK=107,
LEN=1448. Using the same technique you can then identify the response from the cowsay server
i.e. cowsay ASCII art text, from my example: packet 40 — SRC=172.16.85.9, SEQ=107,
ACK=8010, LEN=1448.

IMPORTANT, make sure you identify these packets in your packet capture before proceeding.

A etho [FeEE e
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am i@ BRERO eyl FeooguE
[R]tcp.port==1234 B -] Expression... +
No. Time Source Destination Protocol Length Info
- 15 3.459500429 172.16.85.5 172.16.85.9 TCP 74 35166 — 1234 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=37
16 3.459891181 172.16.85.9 172.16.85.5 TCP 74 1234 - 35166 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS=1466 SACK_PERM
17 3.459947328 172.16.85.5 172.16.85.9 TCP 66 35166 — 1234 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=3775867712 TSecr=
18 3.460258323 172.16.85.9 172.16.85.5 TCP 89 1234 — 35166 [PSH, ACK] Seq=1 Ack=1 Win=65280 Len=23 TSval=2233551665
19 3.460287896 172.16.85.5 172.16.85.9 TCP 66 35166 — 1234 [ACK] Seq=1 Ack=24 Win=64256 Len=0 TSval=3775867712 TSecr
20 3.460473875 172.16.85.5 172.16.85.9 TCP 70 35166 — 1234 [PSH, ACK] Seq=1 Ack=24 Win=64256 Len=4 TSval=3775867712
21 3.460577576 172.16.85.9 172.16.85.5 TCP 66 1234 — 35166 [ACK] Seq=24 Ack=5 Win=65280 Len=0 TSval=2233551665 TSecr
22 3.460681945 172.16.85.9 172.16.85.5 TCP 149 1234 — 35166 [PSH, ACK] Seq=24 Ack=5 Win=65280 Len=83 TSval=2233551665
23 3.460698241 172.16.85.5 172.16.85.9 TCP 66 35166 — 1234 [ACK] Seq=5 Ack=167 Win=64256 Len=0 TSval=3775867712 TSec
24 3.483688744 172.16.85.5 172.16.85.9 TCP 70 35166 — 1234 [PSH, ACK] Seq=5 Ack=107 Win=64256 Len=4 TSval=3775867735
1 25 3.483807075 172.16.85.9 172.16.85.5 TCP 66 1234 — 35166 [ACK] Seq=107 Ack=9 Win=65280 Len=0 TSval=2233551689 TSec
26 3.487660155 172.16.85.5 172.16.85.9 1514 35166 —~ 1234 [ACK] Seq=9 Ack=107 Win=64256 Len=1448 TSval=3775867739
27 3.487670044 172.16.85.5 172.16.85.9 TCP 1514 35166 — 1234 [ACK] Seq=1457 Ack=107 Win=64256 Len=1448 TSval=377586773
Data < 28 3.487674396 172.16.85.5 172.16.85.9 TCP 1514 35166 — 1234 [ACK] Seq=2905 Ack=107 Win=64256 Len=1448 TSval=377586773
29 3.487679173 172.16.85.5 172.16.85.9 TCP 1514 35166 — 1234 [ACK] Seq=4353 Ack=107 Win=64256 Len=1448 TSval=377586773
1 30 3.487687451 172.16.85.5 172.16.85.9 TCP 1514 35166 — 1234 [PSH, ACK] Seq=5801 Ack=107 Win=64256 Len=1448 TSval=3775
e 31 3.487979316 172.16.85.5 172.16.85.9 TCP 826 35166 — 1234 [PSH, ACK] Seq=7249 Ack=107 Win=64256 Len=760 TSval=37758
32 3.488051519 172.16.85.9 172.16.85.5 TCP 66 1234 — 35166 [ACK] Seq=107 Ack=1457 Win=64128 Len=0 TSval=2233551693 T
33 3.488235886 172.16.85.9 172.16.85.5 TCP 66 1234 — 35166 [ACK] Seq=107 Ack=2905 Win=64128 Len=0 TSval=2233551693 T
34 3.488305477 172.16.85.9 172.16.85.5 TCP 66 1234 — 35166 [ACK] Seq=107 Ack=4353 Win=64128 Len=0 TSval=2233551693 T
35 3.488521825 172.16.85.9 172.16.85.5 TCP 66 1234 — 35166 [ACK] Seq=107 Ack=5801 Win=64128 Len=0 TSval=2233551693 T
36 3.488541084 172.16.85.9 172.16.85.5 TCP 66 1234 — 35166 [ACK] Seq=107 Ack=7249 Win=64128 Len=0 TSval=2233551693 T
37 3.488590676 172.16.85.9 172.16.85.5 TCP 66 1234 — 35166 [ACK] Seq=1867 Ack=8009 Win=63488 Len=0 TSval=2233551693 T
38 3.488622657 172.16.85.5 172.16.85.9 TCP 67 35166 — 1234 [PSH, ACK] Seq=8009 Ack=107 Win=64256 Len=1 TSval=3775867
39 3.488721359 172.16.85.9 172.16.85.5 TCP 66 1234 — 35166 [ACK] Seq=107 Ack=8010 Win=64128 Len=0 TSval=2233551694 T,
40 3.597949621 172.16.85.9 172.16.85.5 TCP 1514 1234 — 35166 [ACK] Seq=107 Ack=8010 Win=64128 Len=1448 TSval=223355180
41 3.598004250 172.16.85.5 172.16.85.9 TCP 66 35166 — 1234 [ACK] Seq=8010 Ack=1555 Win=64128 Len=0 TSval=3775867850
v
» Frame 26: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 6
» Ethernet II, Src: Raspberr_f5:4f:80 (dc:a6:32:75:47:80), Dst: Routerbo_cf:d5:88 (48:8f:5a:cf:d5:88)
» Internet Protocol Version 4, Src: 172.16.85.5, Dst: 172.16.85.9
» Transmission Control Protecol, Src Port: 35166, Dst Port: 1234, Seq: 9, Ack: 107, Len: 1448
Data (1448 bytes)
[CCECHNT TR 0 20 20 50 72 6f 6a 65 63 74 20 47 75 74| KI! Pro ject Gut|
[CRECRN6S 6e 62 65 72 67 20 73 20 54 77 65 6e 74 79 20| lenberg s Twenty
[CLCEMS4 68 6T 75 73 61 6e 64 20 4c 65 61 67 75 65 73| housand Leagues
CEYCRl>0 75 6e 64 65 72 20 74 68 65 20 53 65 61 20 20| under t he Sea
(L0 73 6c 69 67 68 74 6C 79 20 61 62 72 69 64 67 slightl y abridg
O 7 Data (data), 1448 bytes Packets: 75 - Displayed: 45 (60.0%) - Dropped: 0 (0.0%) ~ Profile: Default

Figure 10 : wireshark packet trace, client side

Typically, to improve network efficiency the transmitting host does not wait for an ACK if it is
capable of transmitting MSS sized packets i.e. if the TX buffer is full, as shown in figure 10. In this
example the client has sent out 5 data packets (packets 26 - 31) before the first ACK is received
back from the server (packet 32).

Note, the final packet transmitted by the client is less than the MSS, therefore, even though the PSH
flag is set in this packet, it is not transmitted until the TCP transmit time-out timer has elapsed, or if
there are unACKed packets, we will look at this in more detail in the next section.
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Task 3

The example shown in figure 10 shows network communication from the client’s point of view. To
see the server’s view point of this conversation we will need to open a second VNC session to Pi-2.
Open a new VNC session and connect to Pi-2. Start Wireshark on Pi-2, selecting NIC ethO and
setting the filter to TCP port 1234.

Task : examine the Wireshark packet captures on the client and server side i.e. open VINC sessions
on both Pi. Examine these packet captures can you identify when packets transmitted on one Pi are
received on the other Pi?

We can again view these data transfers graphically in Wireshark as a TCP time sequence graph,
showing how the sequence numbers change in each direction i.e. for the communications link from
Pi-1 to Pi-2, and the link from Pi-2 to Pi-1.

On Pi-1’s Wireshark capture select a packet that is transferring data from the Pi-1 to Pi-2 e.g. in
figure 10 packet 26. You can identify a data packet in your capture by its size (1448B) and that its
coming from the Pi-1 by the source IP address 172.16.X.5. Next, click on the top pull-down and
select:

Statistics -> TCP StreamGraph -> Time-Sequence Graph (tcptrace)

This will draw a graph of the TCP traffic for the period of time captured by Wireshark, as shown in
figure 11.

‘ Sequence Numbers (tcptrace) for 172.16.85.5:35166 —+ 172.16.85.9:1234 alEl B3 ‘ Sequence Numbers (tcptrace) for 172.16.85.5:35166 —+ 172.16.85.9:1234 A X
Sequence Numbers (tcptrace) for 172.16.85.5:35166 —» 172.16.85.9:1234 Sequence Numbers (tcptrace) for 172.16.85.5:35166 —» 172.16.85.9:1234
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Cllck to select a portion of the graph. —» 22 pkts, 8,014 bytes — 23 pkts, 9,485 bytes Click to select a portion of the graph. - 22 pkts, 8,014 bytes « 23 pkts, 9,485 bytes
Type Time / Sequence (tcptrace) ~ Select SACKs Stream 0 Switch Direction Type Time / Sequence (tcptrace) ~ Select SACKs Stream 0 Switch Direction
Mouse () drags (e zooms Reset Mouse () drags (e zooms Reset
[&]Help \ [ close | Bsavens... [&]Help s close ||Esave as.

Figure 11 : wireshark tcptrace graph, initial (left), zoomed in (right)

For the moment we will ignore the top “green” trace and focus on the lower trace. To zoom in on
the highlighted region change mouse mode from drags to zooms, left click, hold and drag a box
around the desired area. Repeat this process until you have a graph that looks like that in figure 11.

This plot shows transmitted and received sequence numbers (bytes) against time. The blue “bars”
show when data is transmitted (from client), the height of these bars is the amount of data
transferred i.e. typically MSS, except for the last packet. The grey trace are the acknowledged
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sequence numbers (from server). Each time an ACK packet is received there is a step change i.e. in
the example shown in figure 11 we see that there are 6 data packets transmitted and 6 ACK packets
received.

Task : set the STZE variable used by the cowsayBigTest program to the maximum value of
600,000. Run this program, examine the packet capture in Wireshark as a tcpt race graph. Make
sure you can identify when data packets are transmitted and when acknowledgement packets are
received. Run this program a couple of times, do the Wireshark captures vary?

Note, another technique used to improve network efficiency are delayed ACKs. This technique tries
to minimise the number of zero length ACK packets. A host is allowed to delay ACK packets for up
to 500ms (varies with implementation, can be less), or tries to only acknowledge every second MSS
sized packet. It can then send a cumulative ACK packet for all the data received up to that point i.e.
SEQ + Total data RX. A variation on this theme is piggy-backing. Here if the receiving host needs
to transmit data, rather than waiting i.e. follow the delayed ACK rules, it will immediately send this
data and the ACK in the same packet e.g. a (PSH,ACK).

Task 4

The final key elements of the TCP protocol that we shall be looking at in this lab are Flow and
Congestion control. Unlike UDP, when using TCP the transmitting host checks if the receiving host
can keep up with the speed that data is being transmitted. For small packets this is not an issue as
short duration peaks can be absorbed by the receive buffer i.e. the receiving host can finish what it
is doing and process this data later from memory. However, for continuous or large data streams the
transmitting host needs to make sure it is not overwhelming the receiving host i.e. is the
transmitting host putting data into the receive buffer fast than the receiving host can process it. If it
is this would result in inefficient network usage, as the receiving host will start to discard (drop)
packets that will need to be retransmitted later. To avoid these situations the TCP protocol uses the
receive window field show in figure 2 (on page 2). This field states how much data each host can
buffer i.e. how much data can be sent to this host before the TX host has to wait for an ACK. Each
host’s window size is stated in the initial three way handshake.

Note, the receive window size effectively defines the maximum amount of data that can be in flight
at any one time i.e. on the wire, buffered in routers etc. For long or high latency connections this
can have a significant impact on network efficiency.

Within the TCP header the Receive Window field is a 16bit field, therefore, the maximum receive
buffer size would be limited to 64K, which is a little small. Therefore, to increase this buffer’s size
we define a window size scaling factor in the TCP option field, as shown in figure 12. In this
example the window scaling factor is 8 i.e. 2A8=256, therefore, the maximum receive buffer will be
256 times larger.

Note, to state the obvious, the receive buffer size is limited by the amount of physical memory a
host has e.g. if the maximum scaling factor is 14, the maximum buffer size would be 2A14 x 2A16 =
1GB for each TCP connection, that's a lot of memory :).

Task : what is the minimum and maximum allowed receive window sizes on the Pi?
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~ Transmission Control Protocol, Src Port: 62489, Dst Port: 1234, Seq: ©, Len: @ W
Source Port: 62489
Destination Port: 1234
[Stream index: 1]
[TCP Segment Len: @]

Sequence number: @ (relative sequence number) nght Clle to add asa
[Next sequence number: @ (relative sequence number)] new COlLlHlH

Acknowledgment number: ©
1000 .... = Header Length: 32 bytes (8)

b Flags: 0x082 (SYN)
pindow size value; 64240
ECksum: UXOBTO [Unveriried
[Checksum Status: Unverified]
Urgent pointer: @
~ Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted
» TCP Option - Maximum segment size: 1460 bytes

» TCP Option - No-Operation (NOP)
» TCP Option - Window scale: 8 (multiply by 256)

Figure 12 : Window size

The TX host can examine a RX host’s receive window size i.e. the amount of free space in its
receive buffer, via the receive window field within an ACK packet. To add this column to the
Wireshark packet trace select a TCP SYN or ACK packet coming from Pi-1 e.g. as shown in figure
12. Then right click on the field you are interested in e.g. Calculated Window Size, this will bring
up a range of options, select “Apply as Column” to add.

Set the STZE variable used by the cowsayBigTest program to the maximum value of 600,000.
Run this program, capturing its packet trace in Wireshark. You will see a lot of TCP activity in the
main window as Wireshark captures packets associated with this cowsay session. As data packets
are received by Pi-1 from the cowsay server you will see the value in the Calculated Window Size
column decrease. You can also see this graphically in tcptrace graph as shown in figure 13.
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[&|Help * Close F]save As...

Figure 13 : tcptrace graph

The top green trace in this graph (previously ignored) indicates the servers receive window size i.e.
its receive buffer size. The gap between the transmitted data bar and this top trace indicates the
spare network capacity. From this graph we can see that the RTT is very small i.e. a packet is
transmitted and acknowledged almost immediately i.e. it’s difficult to fill the receive buffer, or have
a significant number of packets on the wire (in flight), as there is virtually no network delay.

Tip, to only display ACK packets involved in the cowsay transfers for a specific host (IP address
will vary) you can use this filter:
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tcp.port==1234 and ip.src=X.X.X.X and tcp.ack

To allow the transmitting host the time to transmit multiple data packets i.e. up to the maximum
receive window size, we need to add some latency to the communications link between Pi-1 and
Pi-2 using the tc command i.e. to have more “in flight” packets. In the Pi-1 SSH window enter the
following command:

sudo tc gdisc add dev ethO0 root netem delay 100ms

Re-run the previous task i.e. capture the 600,000 character transfer, and examine the tcptrace graph,
as shown in figure 14.

Note, refer to the previous lab for more information on tc. To remove this delay enter the
command:

sudo tc gdisc del dev ethO root
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Sequence Numbers (tcptrace) for 172.16.85.9:1234 —» 172.16.85.5:46602
eth0

140000

120000 |-

Bytes in Receive buffer
s0000 | flight __ spare space

~_ >
60000 [

100000 -

Sequence Number (B)

40000 | Receive buffer LN L S
20000 - initial size . Bytes
~ ACKed
0y Pa— i T - : 1 : - 1 1 I
0 1 2 3 <> 4 5 6
Time (s) TC
Click to select packet 251 (22.13s len O seq 52990 ack 46351 win 67072) —+ 70 pkts, 53 kB + 72 pkts, 46 kB D 1
Type Time / Sequence (tcptrace) - Select SACKs e ay Stream |0 |5witch Direction
Mouse (@ drags zZooms Reset
[BlHelp ¥ Close | |[®save As...

Figure 14 : tcptrace graph for 600,000 characters

From this graph we can see the increase in RTT delay i.e. the visible gap between the blue data
packet bars and the grey acknowledged packets trace. We can also see that the server has not been

able to fill the clients receive window i.e. we still have spare network capacity to have bytes in-
flight.

Note, remember the top green bar is not the receive buffer’s actual capacity on the RX host, it just
indicates the last communicated receive window size transmitted from the receiving host in an ACK
packet i.e. it is not a real time plot of the receive buffer size :). Also, the the receive buffer’s
capacity is the difference between the green and grey traces.

To try and fill network capacity i.e. fill the receive buffer, we need to transmit more data. Therefore,
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we either need a longer book, or we can send the book twice. An easy way to do this is to edit the
cowsayBigTest program as shown below:

24 sockTX.send( b"text" )

25 sockTX.send( ''.join(str(x) for x in data) .encode ('UTF-8"') )
26 sockTX.send( ''.join(str(x) for x in data) .encode ('UTF-8") )
27 sockTX.send ( b"\n" )

Alternatively, we can slow down the rate at which the client reads the data out of the receive buffer.
To do this is to edit the cowsayBigTest program as shown below i.e. remove the comment:

34 time.sleep (0.001)

Task : try applying these two different techniques and use Wireshark to observe how they each
affect the packets sent onto the network i.e. their resulting tcptrace graphs.

Task 5

The final TCP optimisation technique we will be looking at is congestion control. This is a little
tricky to replicate in the lab as it is determined by time-outs and missing ACK packets i.e. we will
need to replicate a system that looses packets. To simulate lost packets we can again us tc. In the
Pi-2 SSH window enter the following command to remove all previous settings :

sudo tc gdisc del dev ethO root

Without packet loss enabled TCP uses its normal “slow start” function i.e. the client sends out
exponentially larger blocks of data until flow or congestion control measures kick in. As there are
only two hosts on this network, there is no congestion i.e. very difficult to lose ACK packets :). In
this setup the main factor that throttles the client’s transmission speed is the servers receive window
size.

To set a 100ms latency (delay) and a 10% packet loss rate (probability of dropping a packet) enter
the following command in the Pi-2 SSH window:

sudo tc gdisc add dev ethO root netem delay 100ms loss 10%

We will also add a delay to Pi-1 to make the trace graph easier to read. Therefore, in the Pi-1 SSH
window enter the command below, this will add a 50ms delay to incoming packets on Pi-1:

sudo tc gdisc add dev eth0 root netem delay 50ms

Task : re-run the previous task i.e. capture 600,000 x 2 character transfers. Select a data packet
coming from Pi-1 (client) and examine the tcptrace graph. Select a data packet from Pi-2 (server)
and examine its tcptrace graph. Can you spot where errors occur, where packets are lost?

Hints, with 10% packet loss enabled the trace is a lot more interesting. If you examine the new
Wireshark packet trace you will see that there are a lot of BLACK packets in the lower half of the
packet trace i.e. where the server is transmitting back packets to the client. In Wireshark this
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indicates an error, consider the examples in figure 16.
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Figure 15 : tcptrace graph, 10% loss (top), 0% loss (bottom)
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Figure 16 : duplicate ACKs
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Note, the packets dropped by Pi-2 will be random, therefore, your packet trace will differ. You may
need to re-run the cowsay transfers a couple of time to see all the different scenarios.

In the example shown in figure 16 we loose packet SEQ number 26171+1448=27619. The
receiving host signals this to the transmitting host by not updating its ACK number. It will still
transmit back ACK packets for each data packets it receives, but the ACK number is fixed to 26171
i.e. the last element in the stream successfully received.

A key point to remember is that the transmitting host will only start to know that an error has occurs
when it receives back a duplicate ACK packet i.e. multiple ACK packets with the same number.
This information will be delayed by the RTT, so the transmitting host will keep transmitting packets
for some time, so you can get a lot of duplicate ACKs. The receiving host will ACK each new data
packet it receives with the same ACK number, until the transmitting host gets the message and
retransmits the missing packet as shown in figure 17.

r
TightVNC: pi-1.desk85.lan:1 (pi) - O
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A “eth0 AN

File Edit Vview Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ EBRRD aedYd=E oo E

[R]ecp.port == 1234 B9 | expression.. *
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Figure 17 : retransmission

Reading through and analysing packet traces is confusing i.e. identifying the interactions between
client and sever, what has caused the “error”’and when it is corrected. It can be useful to switch
between this packet trace view and the tcptrace graph e.g. the example in figure 18 to help identify
what is happening on a network. The sequence of packets shown in figures 16 and 17 can be
broken down into the following phases:

1. The server puts a block of data onto the network, this is successfully received and
acknowledged.

2. As no error occurred the server doubles the size of the data block, this is transmitted,
however, two packets are lost. At this point the client sends duplicate ACKs i.e. select ACKs
(SACK) acknowledging the data received after this loss has been successfully received.

3. The server receives a DUP ACK, identifies what SEQ numbers have been lost and then
retransmits this data.

Note, the grey ACK trace in the tcptrace graph does not step up until the missing packets are
retransmitted. To further improve network efficiency most systems will use a technique based on a
sliding window i.e. again to try and minimise the “stop” time. This is not covered in this module,
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but, a nice video to watch later that discusses this concept is available here:

https://www.youtube.com/watch?v=kIDhO9NO01c4&t=89s
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Figure 18 : tcptrace graph for figures 16 and 17

Task : using the lossy network, examine the packet capture in Wireshark, can you identify a
duplicate ACK packet i.e. when a packet is lost packet on the network?
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