Systems and Devices - Networks 1

SYS2 (NET) Laboratory 7 : IP and Routing

These weekly lab scripts have been written as a self-study resource i.e. an activity to be worked on
at your own pace, in your own time. The timetabled practical sessions are an opportunity to get
advice and guidance. Therefore, you may not always finish each lab during the timetabled session,
but do finish each lab’s tasks in your own time. Hardware labs are open Mon-Fri, 9:00-17:00.

The aim of this lab is to look in more detail at the protocol we have been using from the start
of this module i.e. the Internet Protocol (IP). Before starting this lab make sure you have watched
video Lecture 4A part 1 & 2. We are finally moving down the protocol stack shown in figure 1
into layer 3, the Network layer. At this level we are no longer looking at how applications or hosts
communicate, rather the “simpler” problem of how do we get (route) our network packets from one
IP address to another e.g. how did the ping packets from lab 1 find their way from York to Italy? As
you probably guessed routing packets between the network of networks that is the Internet is a little
complex, here be dragons :). Therefore, for the purposes of this module we are going to limit our
investigation into routing to networks like the one we are using in the computer science building i.e.
thousands of network connections rather than millions. In this lab we will first examine the IP
protocol, its purpose and how it is used in conjunction with TCP and UDP. Next we will consider
how IP packets are routed through a network e.g. gateways and manual routing rules. In the next
laboratory we will also be looking at routing protocols that automatically update a router’s routing
rules. At the end of this practical you will understand how :

* large packets are fragmented i.e. broken down into smaller blocks and reassembled.
* to identify the default route into and out of a network i.e. its gateway.

* [P packets are routed across a network and how static routing rules can be defined.
* to access and configure the mikroTik router.

5 : Network processes and user applications

4 : Host-to-host connectivity and reliability

3 : Path determination and logical addressing

2 : Physical addressing

1 : Communications media, signals and hardware

Figure 1 : The Internet protocol stack

Task 1

The Internet protocol’s packet is called a datagram, as shown in figure 2. This protocol has been
around since the start of the Internet, so some of the header fields defined have more significance
than others i.e. that’s why we have IPv6 :). The main functions implemented by this protocol are
logical addressing (identifying hosts), and fragmentation (transporting data across a network).
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For a complete description of each block/field refer to RFC 791:

https://datatracker.ietf.org/doc/html/rfc791

Task : do have a quick read through this RFC to get a feel about how the IP protocol is used.
0 16 31

Header
Length

Version Type of Service Datagram Length

Header checksum

Min Time to live
20 bytes Max

60 bytes

Destination IP address

Data

Figure 2 : internet protocol header

A core function of the IP protocol is fragmentation. This occurs when higher layer protocols require
a segment size larger than the network can support. In this situations the IP protocol automatically
breaks these larger packets down into smaller fragments that can be transmitted across the network.
These fragments are then reassembled by the receiving host.

When you look at the IP header block diagram in figure 2, you can see that the datagram length
field i.e. header + data, is represented using 16bits. Therefore, in theory the IP protocol can use
datagrams up to 65535 bytes. However, these “jumbo” datagrams require specialised network
hardware (routers) that are capable of storing and forwarding these large blocks of data.

Note, the original IP specification assumed 576 byte datagrams and that this size should only be
increased if the destination host is prepared to accept these larger datagrams (MSS and MTU).

The advantage of using a larger datagram sizes is efficiency i.e. the ratio between header and data.
The larger the data compared to headers, the higher the efficiency, the higher the effective
bandwidth, as shown in figure 3.

MTU | TPheader | TCP header | Data \ Efficiency | Type
576 20 20 536 93.1% Min
1500 20 20 1460 97.3% Normal
9000 20 20 8960 99.5% Jumbo
64000 20 20 63960 99.9% Max

Figure 3 : datagram efficiency
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To show this in action consider the software used to transfer the image of Bob, shown in figure 4.
This program uses the UDP protocol, the segment being fixed by the constant BUF_SIZE.

import socket
import os
import time

UDP IP = "192.168.X.254"
UDP_PORT = 8000

BUF_SIZE = 1024 -

sockTX = socket.socket (socket.AF INET, socket.SOCK DGRAM)

read file name="bob.jpg"

write file name="bob-copy.Jjpg".encode ("ascii")

file size = os.path.getsize(read file name)

number of segments = str(-(-file size//BUF SIZE)) .encode ("ascii")

sockTX.sendto (write file name, (UDP _IP, UDP_ PORT))
time.sleep(0.01)

sockTX.sendto (number of segments, (UDP IP, UDP_ PORT))

time.sleep (0.01)

print ("Send: " + read file name + ":" + str(number of segments))

f=open(read file name,"rb")
data = f.read(BUF SIZE)

for 1 in range (0,number of segments) :
sockTX.sendto (data, (UDP_IP, UDP PORT))
time.sleep(0.01)
print ("tx segment: " + str(i) + " len: " + str(len(data)))
data = f.read(BUF SIZE)

sockTX.close ()
f.close ()

Figure 4 : UDP fragmentation code

0 8 15 16 24 31

Figure 5 : UDP segment

The current buffer size is set to 1024 bytes i.e. to fit within a typical IP datagram. However, as
shown in figure 5 the UDP segment length is also represented by a 16bit value. Therefore, in theory

THE UNIVERSITY 0f Jork
Department of Computer Science Mike Freeman 26/10/2025



Systems and Devices - Networks 4

we can transmit the image of Bob in a single network “packet”, as the image of Bob is
approximately 21KB. To see fragmentation in action we will re-use the code from laboratory 4 and
transfer an image of Bob from Pi-1 to Pi-2, as shown in 6.

-

1] 1]
udpTX «.-_ Ii.g c.-_ Ii.i udpRX
Pi-1 UDP Pi-2

Figure 6 : image transfer route
Download the python programs udpRX.py and udpTX.py from the VLE . Update these
programs to reflect the IP addresses / ports used (as always X=Box/Desk) :

e udpTX.py: UDP IP = "192.168.x.2" UDP_PORT
e udpRX.py: UDP IP = "192.168.x.2" UDP_PORT

8000
8000

Using FileZila transfer these programs to Pi-1 and Pi-2. Next, on the PC click on the start button
and select the command prompt.

E —-> Command Prompt

then SSH into Pi-1 by entering the command below:

ssh pi@192.168.X.1 (X=Box/Desk)

Then open a second command prompt on the PC and SSH into Pi-2 by entering the command
below:

ssh pi@192.168.X.2 (X=Box/Desk)
In the Pi-2 SSH terminal run the command:

python3 udpRX.py

Then in the Pi-1 SSH terminal run the command:
python3 udpTX.py

If all goes correctly this will transfer the image of Bob across the network, from Pi-1 to Pi-2,
writing the data to the file bob-copy. jpg. Using FileZila download this file to the PC to confirm
that it was transferred correctly.

Open a VNC session on Pi-1. Then within the VINC session start Wireshark, click on the menu icon
and select :

“m# Applications -> Internet -> Wireshark

This will open the Wireshark GUI. Select Ethernet 1 (eth1) in the Interface list, next enter the
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packet protocol filter :

ip.addr==192.168.X.1 and !tcp and !ntp (X=Box/Desk)

and click on the Apply button (this will remove most of the network “noise”). Next click on the
Start icon 4 on the top toolbar in Wireshark. Restart the RX and TX programs to re-transfer the
image of Bob.

You will now see some activity in the main window as Wireshark captures the packet associated
with this data transfer. Finally, click on the Stop icon M on the top toolbar to stop capturing
network traffic. What you should observe in the Wireshark packet trace is that as expected the
image of Bob is transferred using multiple 1024B UDP segments that fit within a single MTU sized
IP packet.

Task : increase the constant BUF SIZE to 9000 in the RX and TX programs. Then repeat this
transfer from Pi-1 to Pi-2. How many UDP data packets are used to transfer the image? Can you see
how the UDP packet is broken down into IP packets?

What you should now observe is that each UDP packet is broken down into a series of fragmented
IP packets as shown in figure 7. To allow these fragments to be reassembled back into the original
UDP packet each of these fragments has the same 16bit Identification code (field shown in figure
2). Also contained within the IP header is the fragment offset i.e. a byte counter, so that the
receiving host can re-assembly these fragments correctly even if they are received out of order .

Note, a typical sequence for the fragment offset will be : 0, 1480, 2960, 4440 ...

A *ethl e
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN IO ERRDE BendeEEeoaE

[R]ip-addr==192.168.85.1 and ttcp and ntp| B0 ] Expression... +
No. Time Source Destination Protocol Length Info C
1943 1.440121628 192.168.85.1 .85, 54 55794 — 8000 Len=12
2197 1.540394548 192.168.85.1 192.168.85.2 UubP 43 55794 — 8008 Len=1
2382 1.640964278 192.168.85.1 192.168.85.2 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=0, ID=6b81) [Reassembled in #2388]
2383 1.640993203 192.168.85.1 192.168.85.2 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=1480, ID=6b81) [Reassembled in #23..
2384 1.641005444 192.168.85.1 192.168.85.2 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=2960, ID=6b81) [Reassembled in #23..
2385 1.641018203 192.168.85.1 192.168.85.2 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=4440, ID=6b81) [Reassembled in #23..
2386 1.641030091 192.168.85.1 192.168.85.2 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=5920, ID=6b81) [Reassembled in #23..
2387 1.641041554 192.168.85.1 192.168.85.2 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=7400, ID=6b81) [Reassembled in #23..
2388 1.641052980 192.168.85.1 192.168.85.2 ubpP 162 55794 — 8000 Len=9000
2610 1.741434231 192.168.85.1 192.168.85.2 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=8, ID=6b83)
2611 1.741466249 192.168.85.1 192.168.85.2 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=1480, ID=6b83)
2612 1.741477730 192.168.85.1 192.168.85.2 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=2960, ID=6b83)
2613 1.741488675 192.168.85.1 192.168.85.2 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=444e, ID=6b83)
2614 1.741499674 192.168.85.1 192.168.85.2 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=5920, ID=6b83)
2615 1.741521674 192.168.85.1 192.168.85.2 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=7400, ID=6b83) [Reassembled in #26..
2616 1.741538933 192.168.85.1 192.168.85.2 ubpP 162 55794 — 8000 Len=9000
2857 1.841865445 192.168.85.1 192.168.85.2 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=0, ID=6b89) [Reassembled in #2859]
2858 1.841901740 192.168.85.1 192.168.85.2 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=1480, ID=6b89) [Reassembled in #28..
- 2859 1.841913407 192.168.85.1 192.168.85.2 ubP 54 55794 — 8000 Len=2972

Frame 1943: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @

Ethernet II, Src: Private_10:dc:4d (80:6d:97:10:dc:4d), Dst: Private_12:26:6b (80:6d:97:12:26:6b)
Internet Protocol Version 4, Src: 192.168.85.1, Dst: 192.168.85.2

User Datagram Protocol, Src Port: 55794, Dst Port: 8000

Data (12 bytes)

80 6d 97 12 26 6b 80 6d 97 10 dc 4d 08 @0 45 0O me-&K-m M- -E =

00 28 6b 7a 40 00 40 11 a3 f6 cO a8 55 01 cO a8 < (kz@-@ u

55 02 d9 f2 1f 40 00 14 a3 e7 62 6T 62 2d 63 6f u @ bob-co
L 70 79 2e 6a 70 67 py.jpg =
@ 7 wireshark_ethl 20240613154754_zru64v.pcapng Packets: 17014 - Displayed: 19 (0.1%) Profile: Default

Figure 7 : IP fragments
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Task 2

To understand how an IP datagram is routed across a network we need to look at the routing tables
on each Pi and the routers they are connected to. Therefore, in the Pi SSH terminals enter the
following command :

route -n

This tables lists the network addresses this Pi knows about, as shown in figure 8. This information
is then used to route a packet to the correct physical interface e.g. eth0, ethl etc.

pi@pi-1: route -n

Kernel IP routing table

Destination Gateway enmas se Iface
0.0.0.0 172.16.85.6 5.0.0.0 ) ) ) eth®

172.16.85.4 0.0.0.0 0 0 9 etho
172.17.0.0 0.0.0.0 0 ) D docker@
192.168.0.0 0.0.0.0 0 0 3 ethl
pi@pi-1: [ |

Figure 8 : routing table

Its not just hosts that have IP addresses, networks also have IP addresses i.e. the Destination column
in figure 8. These are calculated using a network mask (Genmask or Netmask), typically these end
with a . 0, but this is not always true as you can see for eth0, it all depends on what bits within the
32bit IP address identify the network and what bits identify the host.

When reading this table you first need to understand the “special” addresses / values used :

* Address 0.0.0.0 i.e. all 0’s, can be used to signal an invalid or unknown address. A good
example is in an initial DHCP handshake when a host does not know what its IP address is.

*  When specified as a source address 0.0.0.0 means all valid interfaces e.g. to allow the
cowSay server to listen on all network interfaces the following commands are used:

sockRX = socket.socket (socket.AF INET, socket.SOCK STREAM)
sockRX.bind ((0.0.0.0,1234))

* Address 255.255.255.255 i.e. all 1s, is the broadcast address i.e. all hosts receiving a packet
with this destination address will process this packet. Again, we saw this address in action
when we looked at DHCP. We will look at broadcast addresses in more detail in the next lab.

* Anetmask of 0.0.0.0 i.e. /0, will match any host address. Think of this 32 bit value as a
bitwise AND mask specifying what “network” bits will be used when comparing the
destination address contained within the network packet and the network address in the
routing table, i.e. what bits have to match.

* Anetmask of 255.255.255.255 i.e. /32 network, will match only one host address.

When reading a routing table you are looking for the best match to determine what network
interface will be used to forward a packet i.e. typically you will have multiple matches, but its the
longest match that wins. Consider the routing table in figure 8. If an application wants to send a
packet to address 192.168.100.3 it will apply the listed network masks (Genmasks) to identify the
destination network, as shown in figure 9.
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Default (GW)
Host address : 192.168.100.3

Network mask : 0.0.0.0
Result : 0.0.0.0
Network : 0.0.0.0

DockerQ

Host address : 192.168.100.3
Network mask : 255.255.0.0
Result : 192.168.0.0
Network : 172.17.0.0

ETH1

Host address : 192.168.100.3
Network mask : 255.255.0.0
Result : 192.168.0.0
Network : 192.168.0.0

Q

ETHO

Host address : 192.168.100.3
Network mask : 255.255.255.252
Result : 192.168.100.0
Network : 172.16.85.4

Q

11000000
00000000
00000000

11000000
11111111
11000000

11000000
11111111
11000000

11000000
11111111
11000000

Figure 9 :

10101000
00000000
00000000

10101000
11111111
10101000

10101000
11111111
10101000

10101000
11111111
10101000

01100100
00000000
00000000

01100100
00000000
00000000

01100100
00000000
00000000

01100100
11111111
01100100

network calculation

00000011
00000000
00000000

00000011
00000000
00000000

00000011
00000000
00000000

00000011
11111100
00000000

Per
None

tent Route

On-1link
On-link
On-link
on-1link
On-link
on-link
on-link
On-1link
On-1link
On-link
On-link
on-1link
On-link
On-link

ction I

?

17-LMm

tPDlléP

Figure 10 : PC routing table

THE UNIVERSITY of Jork

Department of Computer Science

Mike Freeman 26/10/2025



Systems and Devices - Networks 8

The results from these bitwise AND calculations are then compared to the network addresses listed
in the destination column. In this example the longest match is eth1. Therefore, the packet is
transmitted on this interface. However, you can also see it matches to destination address 0.0.0.0 i.e.
the shortest match. However, this is ignored as we have a longer matching network address.

Note, most networks have a default route i.e. a gateway (GW), a network were packets are sent
when the destination address does not match any known local networks. In this example the default
gateway is the router (mikroTik) connected to eth0 and is indicated in the routing table by the G
flag.

You can also see the routing table for the PC. On the PC click on the start button and select the
command prompt.

E —-> Command Prompt

Then enter the command :

route PRINT -4
This will display the network routing table for your PC, an example is shown in figure 10.

Note, the metric column is an indication of “cost”, this is used to select between networks when you
have multiple valid (equal length) routes to a given destination. Calculation of this “cost” can be
based on the number of “hops” i.e. routers between you and the destination, or associated latency,
throughput or reliability. The higher the metric number the higher the “cost”. Therefore, in the case
of multiple valid networks the lowest metric value, the lowest cost network would be selected.

Task : examine the routing table on Pi perform the network mask calculation on the IP address :
10.0.0.1, to determine what interface this packet will be forwarded to.

Task 3

The concept of addressing i.e. how we identify hosts on a network, highlights a key concept used in
networking protocols, that of encapsulation. Up to this point we have only considered how data is
transferred between hosts at the transport layer i.e. port numbers. However, in the network layer we
now need to consider how we get the information contained within the UDP/TCP headers from one
host to another i.e. how we encapsulate different protocols within others, as shown in figure 11.

The key idea behind a protocol stack is to hide detail i.e. at each layer we only consider the
information needed to perform the tasks associated with that layer. When data is transmitted, it goes
down the protocol stack. The previous layer’s packet being encapsulated within a new packet
containing the information needed to allow it to continue it’s journey across the network. When data
is received data goes up the protocol stack. The previous layer’s header being removed until the
final destination is reached i.e. an application on a host.

Note, ideally these layers will be self contained i.e. no leakage of information between layers. This
allows different protocols to be replaced as needed. Consider the link layer in figure 11. In this
example we are using Ethernet frames, a wired (copper) connection. If we want to go to a wireless
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connection all we need to do is replace this layer with the appropriate wireless communications
protocol i.e. the Network (IP) and Transport (UDP/TCP) layers are unaffected. Although desirable
this isolation is not always practical and leakage between layers can occur e.g. UDP checksum.

Application layer - X RX

Transport layer UDP -

Header UDP Data

Network layer IP

Header Header

UDP Data
IP Data
Ethernet P UDP -
Link layer Frame Header ~leader UDP Data
Header IP Data
Ethernet Frame Data

Figure 11 : encapsulation

To illustrate encapsulation and routing in action we can configure a series of tunnels between the
PC and the Pi system. This is comparable to the system we created in laboratory 4, but rather than
using nc and ssh. To create these communication paths we can use point-to-point tunnels (tun0
and tun1) and static routing rules to route these packets along this chain, as shown in figure 12.

|
AQ’

fas

- [~ - —
UDP ] tun0 [ tunl ] UDP ~

PG Pi-1 Pi-2 Pi-3

—

S

Figure 12 : image transfer route

We will again transmit an image of Bob from the PC, across the Pi network and then display the
received image on the PC, but this time using network routing rules. On the PC click on the start
button and select the command prompt.

E -> Command Prompt

then SSH into Pi-1 by entering the command below:

ssh pi@192.168.X.1 (X=Box/Desk)
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Then open a second command prompt on the PC and SSH into Pi-2 by entering the command
below:

ssh pi@192.168.X.2 (X=Box/Desk)

Before adding these tunnels we can first check the existing network interfaces. In the Pi-1 SSH
terminal enter the following command:

ifconfig

This will return the active network interfaces e.g. our normal network interfaces eth0, eth1 and
lo. The interface 10: 1 is a secondary IP address that is assigned to the loop back interface 10
(internal network) i.e. an alias, as shown in figure 13.

lo: flags=73<UP, LOOPBACK, RUNNING>
inet 127.0.0.1
inet6 ::1 prefixl
loop txqueuelen cal Loopback)
RX packets 39 bytes 2968 (2.8 KiB)
RX errors @ dropped overruns @ frame 0
TX packets 39 bytes 2968 (2.8 KiB)
TX errors @ dropped 0 overruns 0@ carrier @ collisions @

lo:1: flags=73<UP, LOOPBACK, RUNNING> mtu 65536
inet 10.85.1.1 netmask 255.255.255.0
loop txgueuelen 1000 (Local Loopback)

pi@pi-1: [ |

Figure 13 : loop back interface

Note, you can assign multiple IP addresses to any NIC i.e. create multiple virtual network interfaces
for each physical network interface. Why? It’s sometimes useful to simplify other tasks e.g. allow
different network access to different users or applications.

In addition to creating virtual interfaces the OS also allows us to create virtual tunnels and bridges.
A tunnel allows a user to define a new virtual network interface. This can be used to link Pi-1 to
Pi-2 using the existing physical network interfaces. However, the IP addresses sent across this
tunnel can be a different from the physical IP addresses used to transport them i.e. a virtual
connection or tunnel. Confusing I know, but stick with it :).

Task : to create a new tunnel network interface, enter the following commands in the Pi-1 SSH
terminal :

sudo ip tunnel add tun0 mode ipip local 172.16.X.5 remote 172.16.X.9
sudo ip link set tunO up
sudo ip addr add 10.X.1.2/24 dev tunO

Note, as always the IP address of your system will vary, X=Box/Desk.

The tunnel uses IP-over-IP to transfer the UDP packets that transfer the image of Bob i.e. we
encapsulate an IP datagram, within an IP datagram. The outer IP datagram contain the remote
(destination) and local (source) IP addresses of Pi-2 and Pi-1. The inner IP datagram uses the
network address assigned to the virtual loop back interface lo:1, as shown in figure 14.
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UDP DATA
IP T IPd Header
Header eader UDP Data
IP Data
. 4
ol IP Data
ETHO IP
LO:11P Figure 14 : IP-over-IP

Note, the layer 3 IP datagram shown in figure 14 will again be wrapped in the layer 2 protocol used
by the network e.g. if its copper then this would typically be the Ethernet protocol, we will be
looking at this protocol in a later lab.

Task : on Pi-2 and create a new tunnel network interface and enter the following commands in the
Pi-2 SSH terminal :

sudo ip tunnel add tun0 mode ipip local 172.16.X.9 remote 172.16.X.5
sudo ip link set tunO up
sudo ip addr add 10.X.2.2/24 dev tunO

To test that these new tunnel interfaces have been configured correctly run i fconfig on Pi-1 and
Pi-2. If all is good you should see these new interfaces. An example is shown in figure 15.

prefixlen 64
(IPIP Tunnel)
(0.0 B)
overruns 0 frame 0
0 bytes @ (0.8 B)
TX errors 2 dropped @ overruns 8 carrier 8 collisions @

pi@pi-1: [ |

Figure 15 : tunnel interface Pi-1

Task : to test if this tunnel is working correctly we can ping the network interfaces used by these
tunnels. In the Pi-1 SSH terminal ping the IP addresses below, then repeat these tests in the Pi-2
SSH terminal.

e 172.16.X.5 :Pi-1ethO
e 172.16.X.6  :Router port 1

e 172.16.X.9 :Pi-1ethO

. 172.16.X.10 : Router port 2 Note, some of these

e 10X11  :Pi-llo:l Pings will NOT work
e 10.X.1.2 : Pi-1 tunnel interface

e 10.X.2.2 : Pi-2 tunnel interface

¢« 10.X.2.1 : Pi-2 lo:1

As you would expect each Pi can “see” its interfaces, but when you ping the remote lo:1, the remote
tunnel interface you receive the message “Destination Net Unreachable”, as shown in figure 16.
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pi@pi-1: ping 10.85.2.2
56(84) bytes of data.

From 172.16.85.6 i _s 1 Destination Net Unreachable
From 172.16.85.6 i _ Destination Net Unreachable
From 172.16.85.6 i e Destination Net Unreachable
AC

- 10.85.2.2 ping statistics ---
3 packets transmitted, 0 received, +3 errors, 100% packet loss, time 93ms

pi@pi-1: I

Figure 16 : unreachable network

This is due to how routing is performed on each Pi i.e. when the ping application uses each IP

address the OS will first look at its routing table to see what network interface it should pass this
packet to.

Task : examine the updated routing tables on Pi-1 ans Pi-2 using the route command and identify
the tunnel network addresses. Knowing how routing calculations are performed consider how the
OS will route packets between Pi-1 to Pi-2 i.e. through our tunnel interfaces. Where will the
following IP addresses be sent?

* 10.X.1.1 : Pi-1lo:1 (X=Desk/Box)
* 10.X.1.2 : Pi-1 tunnel interface

¢ 10.X.2.2 : Pi-2 tunnel interface

e 10.X.2.1 : Pi-2 lo:1

What your calculations should show is that when we try to ping 10.X.2.2 or 10.X.2.1 these network
addresses will be matched to the default gateway (GW) and not our tunnel. Therefore, on Pi-1 we
need to add a routing rule to tell the Pi to send these packets to the tunnel rather than the gateway.

Task : in the Pi-1 SSH terminal enter the following command:

sudo 1ip route add 10.X.2.0/24 dev tunO

Note, as always the IP address of your system will vary, X=Box/Desk.

To see how this command has updated the routing table, we again enter the command :
route -n

You should now see a new rule, as shown in figure 17.

pi@pi-1: route -n

Kernel IP routing table

Destination Gateway
172.16.85.6

©

Flags Metric Ref Use Iface
UG ) J J etho
u 0 0 3 tun@

o D tun@

N OO

u

U ) 0 D ethd

u ) 0 D docker@
U ) g 9 ethl

[ 03 B3, IS IS o

n

0]

5.
5.
5.
5.
5.

@ennn

5
25
25
25
25

Figure 17 : updated routing table
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Task : to test this tunnel, in the Pi-1 SSH terminal ping the IP addresses 10.X.2.2 or 10.X.2.1 on Pi-
2. Can you now reach these networks? Repeat this process on Pi-2 i.e. can you also ping the IP
addresses 10.X.1.2 or 10.X.1.1 on Pi-1?

What you should observe is that Pi-1 can still not ping Pi-2, but now the Pi-1 “destination network
unreachable” error message is not displayed, rather the ping command “freezes”, indicating that it
has passed the packet forwards, but it has not received a response i.e. Pi-2 receives the ping request
but does not know where to send the response.

Task : to fix this problem, in the Pi-2 SSH terminal add a routing rule to allow Pi-2 to ping the IP

addresses 10.X.1.2 or 10.X.1.1 on Pi-1. Enter this routing rule and test if it functions correctly. If

needed you can remove any incorrect routing rules you would use the de1 command as shown in
the example below:

sudo ip route del 10.X.Y.0/24
Note, if you would like to check your answer a solution is shown in Appendix A.

Open a VNC session on Pi-1, then within the VNC session start Wireshark, click on the menu icon
and select :

“m Applications -> Internet -> Wireshark

This will open the Wireshark GUI, then select the network interface Ethernet 0 (eth0) in the
Interface list. In the Wireshark GUI enter the packet protocol filter for IP :

ip and !dns

and click on the Apply button. To send some test packets through this tunnel we can use nc
command discussed in laboratory 4. In the Pi-2 SSH terminal enter the following command:

nc -u -1 -p 8080

In the Wireshark GUI click on the Start icon # on the top toolbar in Wireshark. Then in the Pi-1
SSH terminal run the following command:

echo "hello" | pv | nc -u 10.X.2.1 8080 (where X=Box/Desk)

You will now see some activity in the main window as Wireshark captures the packet associated
with this data transfer, as shown in figure 18. Finally, click on the Stop icon |l on the top toolbar to
stop capturing network traffic.

Note, you should also see the message “hello” displayed in the Pi-2 SSH terminal. Press CTRL C
to exit nc.

Task : look through the protocol stack captured in Wireshark, as shown in figure 18. Can you see
how the network packet is constructed i.e. its layers? Can you see that we have two sets of Source
and Destination IP addresses? If needed have a look back at figure 11 to refresh your memory
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regarding the different layers. The key section is highlighted in RED i.e. we now have two IP layers
i.e. we are carrying IP packets over IP, we have encapsulated an IP within an IP packet :).

Note, point-to-point tunnels like this are a useful way to transport packets between two parts of a
network that don’t have a direct connection e.g. a company network spread across two building in
different parts of the country. We can now transport these packets across the Internet, but from the
hosts point of view they look like they are on the same network.

A *etho
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ BRRED ceedwdS =S oo uE

(RTapply a display filter ... <Ctrl-/>

3 -] Expression... *

No. Time Source Destination Protocol  Length Info

1 0.000000000 10.85.1.2 10.85.2.1 68 42884 — 8080 Len=6

‘
» Frame 1: 68 bytes on wire (544 bits), 68 bytes captured (544 bits) on interface ©

» Ethernet IT, Src: Raspberr f5:4f:80 (dc:a6:32:f5:4f:80), Dst: Routerbo_cf:d5:88 (48:8f:5a:cf:d5:88)
|> Internet Protocol Version 4, Src: 172.16.85.5, Dst: 172.16.85.9
’ - Internet Protocol Version 4, Src: 10.85.1.2, Dst: 10.85.2.1
OTOo = VeTSToTT%
.... 0101 = Header Length: 20 bytes (5)
» Differentiated Services Field: ©x0@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 34
Identification: 0x65df (26079)
» Flags: 0x4000, Don't fragment
Fragment offset: @
Time to live: 64
Protocol: UDP (17)
Header checksum: @xbd3f [validation disabled]
[Header checksum status: Unverified]
Source: 10.85.1.2
Destination: 10.85.2.1
» User Datagram Protocol, Src Port: 42884, Dst Port: 8680
~ Data (6 bytes)
Data: 68656c6c6T0a
[Length: 6]

48 8f 5a cf d5 88 dc a6 32 f5 4f 80 08 00 45 00 H-Z 20 E
00 36 eb 21 40 00 40 04 4d 73 ac 16 55 05 ac 10 6-'@@ Ms--U

9 55 89 45 00 00 22 65 df 40 00 40 11 bd 3f B8a 55 UE -"e @@ ?U
81 02 Ba 55 02 81 a7 84 1f 98 00 Oe 68 65 .. U..o. .o Eihe

0 6c 6c 6f Oa 1lo:

@ 7 Header Length (ip.hdr_len), 1 byte Packets: 1 - Displayed: 1 (100.0%) - Dropped: 0 (0.0%) Profile: Default

P UDP DATA

IP Header
Header Header UDP Data

IP Data
IP Data

Figure 18 : network encapsulation, IP-over-IP

Task 4
Using tun0 we have created a point-to-point connection between Pi-1 and Pi-2. We can see how IP
packets are routed through this network using the destination IP address and the routing table rules
stored in each host or router. Lets now expand this network by adding a second tunnel tunl from
Pi-2 to Pi-3, as shown in figure 19.

- - -

||I 1 ” ||' i | I
<7 ﬁ'i N7 ‘I

- i tun0 - -‘ tunl e

Pi-1 Pi-2 Pi-3

1/

¥
\/

=

!

([
4

Figure 19 : image transfer route
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Task : to add this second tunnel tun1l we could repeat the same process previously described in
Task 3 i.e. add a new tun1 interface on Pi-2 with the local IP address 10.X.2.2 and a remote IP
address 10.X.3.2. However, can you spot the “issue” in doing this?

Hint, consider the routing table on Pi-2, what will be the routing rules for subnet 10.X.2.0/24?

The issue is that this will create two identical routes for 10.X.2.0/24, each pointing to a different
interface: tun0 and tunl, as shown in figure 20.

pi@pi-2: route -n
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use
0.0.0.0 172.16.101.10 ©0.0.0.0 uG

10.101.1.0 0.0.0. 255.255.

10.101.2.0 .0.0. 255.255.

10.101.2.0

172.16.101.8
192.168.0.0
pi@pi-2:

255.255.
255.255.

u

0 - u

0.0.0. 255.255. - u

10.101.3.0 0.0.0. 255.255. u
0 u

0 u

Figure 20 : routing table ambiguity for desk 101 :(

The OS will treat both interfaces as valid paths to the same subnet, resulting in duplicate routes. We
can add metrics or routing policies to overcome come this, but its best to avoid these types of
situations :). Therefore, the simplest solution is to place these tunnels on different networks.
Consider the set of commands below used to create the tun1 interface on Pi-2:

sudo ip tunnel add tunl mode ipip local 172.16.X.9 remote 172.16.X.13
sudo ip link set tunl up
sudo ip addr add 10.X.3.3/24 dev tunl

Task: if these commands are used how will Pi-2’s routing table be updated? Does this remove the
previous problem? Do we still need to add explicit routing rules to Pi-2 to pass traffic going to the
10.X.3.0/24 network?

Task : using this knowledge implement the tunnel tunl from pi-2 to pi-3 AND update the routing
tables for pi-1, pi-2 and pi-3, such that Pi-1 can ping the network interface 10.X.3.1 on Pi-3.

Hint, if you would like to check your answer one possible solution is described in Appendixes B, C
and D. To help avoid typos and to speed up the entry of these commands, this process can be
implemented using scripts, for more information on how to do this refer to Appendix E.

Task : to test if your tunnels are working, perform the following tests:

* (Can Pi-1 ping Pi-2’s internal IP address: 10.X.2.1?
* Can Pi-2 ping Pi-1’s internal IP address: 10.X.1.17?
* (Can Pi-2 ping Pi-3’s internal IP address: 10.X.3.1?
* Can Pi-3 ping Pi-2’s internal IP address: 10.X.2.17?
* (Can Pi-1 ping Pi-3’s internal IP address: 10.X.3.1?
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* Can Pi-3 ping Pi-1’s internal IP address: 10.X.1.17?
If the answer to each of these questions is Yes, your system is working correctly :).

We can now connect the PC to the head (Pi-1) and tail (Pi-3) of this image transfer route. Using
SSH terminals on Pi-1 and Pi-3 run these commands :

Pi-1 : nc -u -1 -k -p 8000 | pv | nc -u 10.X.3.1 8000
Pi-3 : nc -u -1 -k -p 8000 | pv | nc -u 192.168.X.254 8000

Then using the udpTX and udpRX programs transmit the image of Bob across this series of
tunnels.

IMPORTANT, remember to set the python code packet size back to 1024.

Task : can you transfer the image of Bob across this network i.e. from the PC across the two tunnels
and back to the PC?

WebFig tab

MIKoTik - Interface List at admin@1 72.16.101,10 - Webfig v6.45.9 (iongterm) on hAP lte (smips) - Chromium
& MikroTik - Interface List - x | +

< C A Notsecure | 17216101.10,

R Fom [ e [ v Jo]B]

oo ]

255000 (8) v

g

sgmiswengh <l oussenens -

Local Network

HEHBHEE |
E|E|E|E|E|E|E[R

D (O — 1721610118

ek (255255255252 (30,

Apply Configuraton

Figure 21 : mikroTik web interface

Task 5

As you can imagine things can go very wrong if you enter the wrong routing rules e.g. send packets
down the wrong network. To ensure that “lost” packets are removed from the network we use a
field in the IP header that you will recognise from the first lab: time to live (TTL). This defines the
maximum “time” a datagram is allowed to remain on the network i.e. when this counter reaches
zero the packet must be dropped. This field technically represents time in seconds, but when each
networking element e.g. host or router, forwards a packet it must decrement the TTL count by at
least 1, so in reality its a max hop counter.

To simulate a lost packet owing to incorrect routing rules, rather than updating the routing tables on
the Pi we can update the MikroTik router’s rules. To configure this router you can either use its web
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interface via a browser or you can SSH/Telnet into it and use a command line interface. For
simplicity we will be using its web interface. In the Pi-1 VNC remote desktop, open a web browser
and connect to the router’s IP address, as shown in figure 22.

http:// 172.16.X.6 (where X=Box/Desk)

password is: 12345. If needed click on the WebFig tab. To add a new routing rule click on the left
hand panel, selecting:

IP -> Routing

Then click on the |4snew | button and enter the routing rule shown in figure 22 and click OK.

T capsmAN e — | quckset | webig | Termia | @ | |
T wireless

ﬁilnterfaus j Interface “ Interface List H Ethernet H EolP Tunnel “ 1P Tunnel ” GRE Tunnel VLAN VRRP Bonding LTE Interface List
=3 PPR

22 Bridge |dd new ¥ || Detect ntemet |

== switch

“15 Mesh
& 1P
< MPLS

2 Routing

45 System
& queues

[ Files

|] Log

A rab1Us

2 Tools >

6 items

i Name Type Actual MTU L2 MTU  Tx Rx Tx Packet (p/s) Rx Packet (p/s) FPTx FP Rx

R 4 etherl Ethernet 1500 1598 | 25.1 kbps 15.0 kbps 21.5 kbps 11.6 kbpt
0 bps 0 bps

s
0
0 0 bps 0 bps
0
0
0

viviv|v

EEEEEE

R 4 ether2 Ethernet 1500 1598 Obps 0 bps

«» ether3 Ethernet 1500 1598 0 bps 0 bps
«» etherd Ethernet 1500 1598 0 bps 0 bps 0 bps 0 bps
0 bps 0 bps

0 bps 0 bps

4 pwr-linel PWR 1500 1598 Obps 0 bps

o oo o own

4 wlanl Wireless (Atheros ARS 1500 1600 0 bps 0 bps

3 CAPSMAN

RouterOS ve.59 Quick Set WebFig Teminal ” @ H

L Wireless
J nterfaces Jﬁumes Nexthops | Rules | VRF Route List

=3 PPP
S Bridge | Add New ‘ all ~
5= Switch

212 Mesh 4 items

g IP T i Dst. Address Gateway Distance  Routing Mark  Pref. Source
Packing DAC | 172.16854/30 elherl reachable o 172.16.85.6

[Fei - DAC P 1721685830 ether2 reachable o 172.16.85.10
» LSS 5] DAC | 172.16.85.12/30 etherd reachable 0 172.16.85.14

SNMP

Services

DHCP Relay

I CAPSMAN

Router0S flong-term) Quick Set WebFig Terminal H Q ” B

I Wirless
[ Interfaces New Route
=5 PPP

22 Bridge | o || cancel || aomy |

5 Switch

©[2 Mesh

= P v
= Enabled

ARP
Accounting ' General
Addresses

Dstadaress  [10.200.0.0/24 |

Gatewsy ¥ [172.16.85.13] v| o

DHCP Relay
DHCP Server Check Gateway ¥ '\\\
DNS . \\
e .
— Change gateway to
Hotspot Distance -

Pse match your desk

Kid Control Scope |30 |

Cloud

DHCP Client

Target Scope | 10 |

Figure 22 : mikroTik web interface
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IMPORTANT, remember to change the gateway IP address to match your desk i.e. the
172.16.X.13 address. The “misconfigured” network 10.200.0.0/24 is common to all desks i.e. an
unreachable network, however, any unused private network address would also work.

This routing rule will cause the Pi system to incorrectly route packets to 10.200.0.1, such that it will
burn through its TTL count until it is removed.

|I ~ 172.16.85.6 172.16.85.14 || . ]
. mm) S =) | L
- i' |..III' .lii =
Router -
Pi-1 172.16.85.5 Pi-3  172.16.85.13

Figure 23 : network loop

We have now setup the network loop shown in figure 23. A set of rules where a packet is mistakenly
passed repeatedly from router to router / host i.e. the packet never reaches its destination IP address.

Task : examine the routing tables in figures 24 - 26. Can you see why pinging IP address 10.200.0.1
from Pi-1 cause this IP datagram will get “stuck” in a loop between Pi-3 and the MikroTik router?

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 172.16.85.6 0.0.0.0 UG 0 0 0 ethO
10.85.1.0 0.0.0.0 255.255.255.0 U 0 0 0 tun0
10.85.2.0 0.0.0.0 255.255.255.0 U 0 0 0 tunO
10.85.3.0 0.0.0.0 255.255.255.0 U 0 0 0 tunO
172.16.85.4 0.0.0.0 255.255.255.252 U 0 0 0 ethO
192.168.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethl

Figure 24 : example Pi-1 routing table

# DST-ADDRESS PREF-SRC GATEWAY DISTANCE

0AS 10.200.0.0/24 172.16.85.13 1

1 ADC 172.16.85.4/30 172.16.85.6 etherl 0

2 ADC 172.16.85.8/30 172.16.85.10 ether2 0

3 ADC 172.16.85.12/30 172.16.85.14 ether3 0

Figure 25 : example Mikrotik router routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 172.16.85.14 0.0.0.0 UG 0 0 0 ethO
10.85.1.0 0.0.0.0 255.255.255.0 U 0 0 0 tunO
10.85.2.0 0.0.0.0 255.255.255.0 U 0 0 0 tunoO
10.85.3.0 0.0.0.0 255.255.255.0 U 0 0 0 tunO
172.16.85.12 0.0.0.0 255.255.255.252 U 0 0 0 ethO
192.168.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethl

Figure 26 : example Pi-3 routing table
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To see this loop in action, on Pi-1 set the Wireshark interface to eth0 and update the packet
protocol filter to

'tcp

then click on the Apply button, this should remove most of the network noise. Next, click on the
Start icon & on the top toolbar in Wireshark. Then in the Pi-1 SSH terminal run the following
command:

ping -c¢ 5 10.200.0.1

the —c 5 option limits the number of pings to 5. If the Mikrotik has been setup correctly you will
see the error message “Time to live exceeded”, in the SSH terminal, as shown in figure 27.

ping -c 5 10.200.0.1

0.1 (10.200.0.1) 56(84) bytes
172.16.85.13 icmp_ 1 Time to
172.16.85.13 i =2 Time to
172.16.85.13 icmp_ 3 Time to
172.16.85.13 icmp_seq=4 Time to
172.16.85.13 i 5 Time to

ping statistics ---
5 packets transmitted, © received, +5 errors, 1 time 10ms

Figure 27 : ping 10.200.0.1

Finally, click on the Stop icon M on the top toolbar to stop capturing network traffic. You should
now see these ICMP error packets, as shown in figure 28.

A *eth0 S
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

2 ™R & =SB o o @ =
a @ERRB ey AEE 0o E
[Rttcp and 1dns ~] Expression +
No. Time Source Destination Protocol  Length Info

257 39.542171141 172.16.85.5 ICMP 98 Echo (ping) request 1d=0x0004, seq=1/256, ttl=64 (no response found!)
258 30.546035999  172.16.85.13 172.16.85.5 126 Time-to-live exceeded (Time to live exceeded in transit
264 40.543291943 98 Echo (ping) request 1d=0x0004, seq=2/512, ttl=64 (no response found!)
265 40.547050617 126 Time-to-live exceeded (Time to live exceeded in transit)
t 1d=0x0004, seq=3/768, ttl=64 (no response found!)
ded (Time to live exceeded in transit)
t  1d=0x0004, seq=4/1024, ttl=64 (no response found!)
126 Time-to-live exceeded (Time to live exceeded in transit)
ICMP 98 Echo (ping) request 1d=0x0004, seq=5/1280, ttl=64 (no response found!)

126 Time-to-live

4

» Frame 258: 126 bytes on wire (1008 bits), 126 bytes captured (1608 bits) on interface ©
» Ethernet II, Src: Routerbo_cf:d5:88 (48:8f:5a:cf:d5:88), Dst: Raspberr_f5:47:80 (dc:a6:32:f5:4f:80)
» Internet Protocol Version 4, Src: 172.16.85.13, Dst: 172.16.85.5
- Internet Control Message Protocol
Type: 11 (Time-to-live exceeded)
Code: @ (Time to live exceeded in transit)
Checksum: exfaff [correct]
[Checksum Status: Good]
» Internet Protocol Version 4, Src: 172.16.85.5, Dst: 10.200.0.1
» Internet Control Message Protocol

b

dc a6 32 f5 4f 80 48 8f 5a cf d5 88 08 00 45 c0@ 2:0-H Z E E
00 70 al c8 00 00 3f @1 d6é dl ac 10 55 0d ac 10 p ? u

55 05 0b 00 f4 ff 00 00 00 00 45 00 00 54 15 08 u

40 00 01 91 58 c3 ac 10 55 05 BGa c8 00 01 08 00 e X u

a0 2e 00 04 00 01 d1 25 6¢ 66 22 3d 0d 00 08 09 . % 1f"'=

©a 0b oc od Ge Of 10 11 12 13 14 15 16 17 18 19

la 1b 1c 1d 1e 1f 20 21 22 23 24 25 26 27 28 29 !oTRS%S ()

© 7 wireshark_eth0_20240614121241_7F3EGa.pcapng Packets: 316 - Displayed: 10 (3.2%) - Dropped: 0 (0.0%) Profile: Default

Figure 28 : packet trace for ping 10.200.0.1

We will be looking at the ICMP protocol in a later lecture, but for the moment consider the BLACK
Time-to-Live exceeded packets shown in figure 28 as error messages from the router letting the Pi
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know that something has gone wrong. You can also view the affect of this routing rule by using the
traceroute command. In the Pi-1 SSH terminal run the following command:

traceroute 10.200.0.1

Task : Do you understand why the strange trace route output looks the way it does :).

IMPORTANT : when you have finished, restore the Mikrotik configuration back to its original
settings, such that it’s good to go for the next person using that desk. If you are not sure how to do
this please do ask and I can shown you how.

Appendix A : routing rule

sudo 1p route add 10.X.1.0/24 dev tun0 (where X=desk)

Appendix B : tunnel tun1

Pi-2
sudo ip tunnel add tunl mode ipip local 172.16.X.9 remote 172.16.X.13

sudo ip link set tunl up
sudo ip addr add 10.X.3.3/24 dev tunl

Pi-3
sudo ip tunnel add tunl mode ipip local 172.16.X.13 remote 172.16.X.9

sudo ip link set tunl up
sudo ip addr add 10.X.3.2/24 dev tunl

Appendix C : routing rules

Pi-2
sudo ip route add 10.X.3.0/24 dev tunl

Pi-3
sudo 1p route add 10.X.2.0/24 dev tunl
Appendix D : routing rules

Pi-1
sudo ip route add 10.X.3.0/24 dev tunO
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Pi-3
sudo ip route add 10.X.1.0/24 dev tunl

Appendix E : setup scripts

To speed up the construction of these tunnels you can download and use the scripts pi-1.sh, pi-
2 .sh and pi-3. sh which are available on the VLE in the file: scripts.zip.

Edit these scripts to remove any commands that you have already entered e.g. for pi-1 or pi-2.
Then copy these files to the appropriate Raspberry Pi e.g. pi-3. sh to pi-3 etc. To run each
script in a terminal you will first need to make it executable by running the command:

chmod +x pi-X.sh (where X = 1,2 or 3)
Then run each script by entering the command:
./pi-X.sh (where X = 1,2 or 3)

pi-1.sh

#!/bin/sh

sudo ip tunnel add tun0 mode ipip local 172.16.X.5 remote 172.16.X.9
sudo ip link set tunO up

sudo ip addr add 10.X.1.2/24 dev tunO

sudo i1p route add 10.X.2.0/24 dev tunO
sudo 1p route add 10.X.3.0/24 dev tun0

pi-2.sh

#!/bin/sh

sudo ip tunnel add tun0 mode ipip local 172.16.X.9 remote 172.16.X.5
sudo ip link set tunO up
sudo ip addr add 10.X.2.2/24 dev tunO

sudo ip tunnel add tunl mode ipip local 172.16.X.9 remote 172.16.X.13
sudo ip link set tunl up
sudo 1p addr add 10.X.3.3/24 dev tunl

sudo ip route add 10.X.1.0/24 dev tunO
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tunnel add tunl mode ipip local 172.16.X.13 remote 172.16.X.9

pi-3.sh

#!/bin/sh

sudo ip

sudo ip link set tunl up

sudo ip addr add 10.X.3.2/24 dev tunl
sudo ip route add 10.X.2.0/24 dev tunl
sudo ip route add 10.X.1.0/24 dev tunl
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